a2 United States Patent
Meyer et al.

US006301344B1

10y Patent No.: US 6,301,344 B1
5) Date of Patent: Oct. 9, 2001

(54

(75)

(73)

*)

@D

(22

(60)

D
(52)

(58)

(56)

INTELLIGENT PUBLIC TELEPHONE
SYSTEM AND METHOD
Inventors: Rolf Meyer, Lakeland; Kenneth L.
Bryan, Lake Mary; Raymond F. Felch,
Lakeland; Tony L. McBride,
Riverview; Gary L. Stirk, St.
Petersburg, all of FL (US); Stephen J.
Hayes, Gwent (GB)
Assignee: Protel, Inc., Lakeland, FL (US)
Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 0 days.
Appl. No.: 09/186,009
Filed: Nov. 4, 1998
Related U.S. Application Data
Provisional application No. 60/064,516, filed on Nov. 5,
1997.
Int. CL7 oo H04M 17/00
US. Cl. ... .. 379/145; 379/143; 379/146;
379/155
Field of Search ...........cccocovvvvneene 379/143, 144,
379/145, 146, 147, 148, 149, 150, 153,
154, 155
References Cited
U.S. PATENT DOCUMENTS
3,387,091 6/1968 Deiker .
3,598,920 8/1971 Fischer .
3,627,950  12/1971 Sand .
3,944,717 3/1976 Hacker et al. .
4,028,494 6/1977 Zarouni .
4,169,216 9/1979 Overdulve et al. .
4,277,647 7/1981 Brolin et al. .
4,547,629 10/1985 Corless .
4,595,983 6/1986 Gehalo et al. .
4,625,078  11/1986 Crouch et al. .
4,636,587 1/1987 Zoerner .
24
RING | -{|=ELECTRONIC
DETECTH |=RINGER
A

LINE
Ja| R \|INTERFACE

e‘ WHITE—NVERTER)
J

RED—COIN RELAY
GREEN- CONTROL

4,675,902 6/1987 Boeckmann .

4,685,124 8/1987 Smitt .

4,759,054 7/1988 Mellon .

4,856,046 * 8/1989 Streck et al. ..cevcervrercnennnee 379/144
4,860,345 8/1989 Mellon .

4,860,346 8/1989 Mellon .

4,890,317  12/1989 Hird et al. .

4,897,870 * 1/1990 Golden .....ccccoovveeverreererceenee 379/144
4,908,852 3/1990 Hird et al. .

(List continued on next page.)
FOREIGN PATENT DOCUMENTS
0169507 A2 1/1986 (EP).

Primary Examiner—Curtis Kuntz

Assistant Examiner—Quoc D. Tran

(74) Antorney, Agent, or Firm—Allen, Dyer, Doppelt,
Milbrath & Gilchrist, P.A.

(7) ABSTRACT

An intelligent pay telephone provides local/remote
diagnostics, fraudulent call prevention, capability of facili-
tating local coin overtime operation, complete cash box
accounting, and call detail reporting. Information regarding
each call placed from the telephone is recorded and is useful
in verifying operator service provider communications, long
distance bills, local measured usage charges, and call vol-
ume discounts, by way of example. The intelligent pay
telephone includes a delta-sigma voice driver for reducing
circuit complexity and improving circuit reliability, and a
one-wire, high speed communication controller facilitates
high speed downloading and uploading of pay telephone
data, records, and operating program code. The pay tele-
phone also includes a low impedance, low power hook-
switch for resisting damage from weather, as well as a pin
fraud prevention circuit for deterring fraud. Battery man-
agement techniques, memory management, and coin detec-
tion circuits add to the pay telephone intelligence and serve
to improve system reliability. And, firmware security tech-
niques and operating system formats promote product firm-
ware security and configuration control.

22 Claims, 34 Drawing Sheets

274 21
ELECTRONIC
HOOKSWITCH

POWER
ENABLE /—CONTROL BUS

= E
T502

&z [Qmrs
oy m;.u )|
2

28
10|
PROTEL ECS OR L COIN
INTERFACE OPT.| T PHONE ICRO- FACE
CONTROL . PROCESSCR)|
J A L 4 ASIC W/MODEM
OPT. CONNECTION =

FIRM: | -9
2 1 WARE
= = CONTROL[ ~ Lus
KEY
OPT.
3
FLASH | | SRAM




US 6,301,344 B1

Page 2
U.S. PATENT DOCUMENTS 5,388,212 * 2/1995 Grube et al. .coovreererereennenns 395/200
5,388,680  2/1995 Hird et al. .

4,916,738 4/1990 Chandra et al. . 5,400,400 3/1995 Hird et al. .
4,920,558 4/1990 Hird et al. . 5,412,730 5/1995 Jones .
4,920,562 4/1990 Hird et al. . 5438607 * 8/1995 Przygoda, Jr. et al. ............... 379/38
4,932,022 * 6/1990 Keeney et al. ....cccooevuuvivninnnne 370/60 5,441,138 8/1995 Hird et al. .
4,933,965 6/1990 Hird et al. . 5,463,677  10/1995 Bash et al. .
4,933,966  6/1990 Hird et al. . 5,483,581 1/1996 Hird et al. .
5,048,079 9/1991 Harrington et al. . 5,495,521 2/1996 Rangachar .
5,090,548 2/1992 Hird et al. . 5,513,738 5/1996 Hird et al. .
5,093,858 3/1992 Hird et al. . 5,546,463  8/1996 Caputo et al. .
5,113,433 5/1992 Hird et al. . 5,557,089 9/1996 Hall et al. .
5,131,027 7/1992 Hird et al. . 5,625,690  4/1997 Michel et al. .
5,133,005 7/1992 Kelley et al. . 5,675,627  10/1997 Yaker .
5,136,585 8/1992 Nizamuddin et al. . 5,684,872 11/1997 Flockhart et al. .
5,150,399 * 9/1992 Yasuda 379/143 5,745,677 4/1998 Grube et al. .
5,150,403 = 971992 Jordan 379/145 5,757,896 * 5/1998 Akhteruzzaman et al. . 379/145
5,159,698 10/1992 Harrington et al. . 5,768,315 * 6/1998 Mittel et al. ...ceovvveervrnen. 375247
5,168,518 * 12/1992 Criscenzo et al. .....coceeveenenne 379/145 5,778,071 7/1998 Caputo et al. .
5,206,899 4/1993 Gupta et al. . 5,799,067 * 8/1998 Kikinis et al. .. . 379/93.06
5,301,246 4/1994  Archibald et al. . 5,806,446 * 4/1999 Sagady et al. .. cor 379/146
5,351,290 971994 Nacini et al. . 5907,606 * 5/1999 Ingalsbe et al. .................... 379/146
5,353,335  10/1994 D’Urso et al. .
5,381,467 1/1995 Rosinski et al. . * cited by examiner



Sf

US 6,301,344 Bl

HIF

Sheet 1 of 34

Cly

Oct. 9, 2001

U.S. Patent

PRGN

€\ 9 S T o~ 1

"1dO L — I "©Old
s A ||
” |ouINODF = = i

m_mmR N\T AT v = NOILOINNOD ‘1dO
6 LW W3dOWM ={ __0ISV \ ] S

3OV H0SS300¥d TOHINOOD 1T :
e i VY W =
™ (e ._I_ her L ONINAVHOOHd |40 553 3 1310¥d
( 8z

3ov4 || ! NEEND)
hau Y ENTYI|E \ J1gVNT = JOULNOD
. SNA TOMINOD 4 HOLIMSYOOH AVIZYNIOO}-a3y  {3ar
" aniion | ¥3IMod MVE ¥ 9INO¥103 13 (43LHIANDL3) 1HM

A = /& N
1R [y &
N 02+ ) mo.E._:wmm ~
LI\ IHO0H 1831 g/ F 40
> J3ova ]| AM3LLYE Ae = NIOD
] 43N hr./ _ — I—I NN.\III /.O
2 |QVdADY NOIoII3a—+——1 =3 C—9
T 015 e $
~{viaas|] _Nowoa=ay o3[} £¢ mo,w__ﬁm;z_ eI
— el -.WJW._. ............... | m v — "\ |

>R \._ompzoo “ ¢

- — t y3oN=N\IoaEar
~dhny | LAV > 1OINONLOTTA=| | ONIY

v Lemmmmmm -- emmem——————— H .vN\




US 6,301,344 Bl

FIG. 2A1.

Sheet 2 of 34

Oct. 9, 2001

5

+5V
RP1

v

TOFIG. 2A2

a4 | (GINOD) -
Yool | oo || BEIBSBBIEE] 23oNoiole o.140d{1L1
| <|<|<|<|< ; <
~— — !
SRRRNNRRPREEPFEECR! oaNo
X EE R E: €ha.
10d Ox¥ £2liod S<<<< Ly 09_Yiza5 2o
99d 02¢190d avS =Y N eseas
62 LGV, 20 8lin e
$od SV[oo ETE
¥0d 2Elyod Ry Ed Ellcn <o
LE G EV P Lo
£9d eV =) 7900 90
€100 @ ovfe Y S|£9-92i59 yiof
twmhomlm?i Qe W[ oM @ _
91§31 5=l0vd 3 SIS [l S yizellam ! iR
G1S3Loonavd & LOYIre oo DY 10 QL =T 102 1 [
Y d SElpvd X QDHIfgeoE1SALT x L =)
gvd SEievd o NS AN Tl 61l 8, O
ov = ¥9 > 29 > 19
Zvdizvd ET:| LT R4 ¢9 > 19
_‘<n_or|.vh_‘<n_ o) €9 SAAAS /E_‘>__._l._ e &~
ovd <Zjovd os0of22 L0 Lbz) <ozvEl @ |
194 £Y\ad o 20pf%z0 | o ARz eV ozad| S©
7 [¢83@YEEN5285880k 5 VRTINS T R
— FRRRRRRRRRSErRREs O, ‘cq gy [FA 25 5V],orad
4567890123_4567890 D Na=19A =@ 9V reSad
R4_4H4P4H4H4H5_5R5ﬂ_~5 It 5_ 5w6 wm W S,on_ cl ;MW IVBo93d T
ONITONT=ONT O L= 3 SWE&> o 8VP-/3d| S
QODOOODOEA SX® D| ¢ =
noaaonoogxy Tm_elv W= O] Is
3558 20 Nl -2 58 —
Caan +=—MW =I___ <l N

U.S. Patent




U.S. Patent Oct. 9, 2001 Sheet 3 of 34 US 6,301,344 B1

FROM FIG. 2A1.
5V
+5V, JAlOPY  wwEE VS
ot I I
LS 1 P
1]vPP RPI77°RES
ﬁ_l_ 1iate WE (221 RW A9
L | ag| A18PYT5IA17 ABI4o A10)
TN 3/ A7 A9 /
L (A7 4lne Ul aqoldt A1)
a8 5|'n0 yq |40 A12)
E LAS 6 Ad A12 39 A13,
= \ﬁg g A3 A13 gg s A14PY
€ a2 o A2 A14[=2-oA15PY
X So|A1 A15 (3210 A16PY
of N 191a0 A16 3210 A17PY
So 1UCE  BYTEf.
DO 14 31 D7,
TESTY [[15/2Q°  DQ71351TESTT3
> DQ8  DQ14 $
| D1 16 29 D6,
YESTT0 | [17/PQ1  DQ6roeT EST4
> DQ9  DQ13 S
TESTIT [ |19 DQ10  DQ12 26| [TEST15 D1
D3 20 25 D4,D2
TESTIZ [129/DQ3  DQ4[53
R3 o 22 DQ11 VCC 23
S
5 =
e
A18PY, B +5V
A16PY.1 1 U2 132 A15PY| |,
A14PY, 31 2
(A12 3|7 WERORW [[os
A7 4A7 A13129 A3 A17PY
A6 5|af Aa28 A8
FIG, 21, |F6. 202 A5 6ls  Agl2l_A9
\A4 7 Ad  A11 M
A3 8|03 a|25 MOE
FIG. 2A2. NA2 9 A2 A10 24 A10
Nal 10,1 "CEIZ23_RAMEN
(A0 11 A0 D722 D7,
13 20 D5
141 DSl45—pg4
15/D2  D4gg—p3
121VSS D3RS ——
— SRAM ) §




U.S. Patent Oct. 9, 2001 Sheet 4 of 34 US 6,301,344 B1

TO FIG. 2B2.
o XH o, x| = EQRu z
38 | |2 (B2 |a2zeE50s 3
RO LL sS4 |00dlueara a?
> 0 8
b I 8cnoor~<otnvmww-oa>oo|~<omgmww— = |—|||
M e s 3= ST-w- SR BRI TR 2
£5 _ cc e
88359 xnLa0g8bezoua ,
L6568 am 00 uwxoeXoes &)
s-T 0096 Hi
agfa B
D7o— A17PX/TxRx o
Do—|D7 A18PX/D2A 3 s
D50—2|D6 VDO |52 1o TEST28
,_3D5 vD1 |28l TEST27
DA —4/D4 vD2 Lo TEST26
D3 5|D3 vD3 L8l TEST25
Dao_6|D2 VD4 T2l TEST24
Doo—/{P1 VD5 (T3 TEST23
A150—8[D0 VD6 T3 TEST22 il
Aldo—2A15 VD7 [21-TEST21 o
A13-1012 pzout[TiiePZ 3T
A120—- Rdc_fsatoRDC
A 1o12|A12 UMUX/NA |3
A100—3AT1 < R_W/MOE_ {221 MOE_
14/A10 ) CDATA =0 PE3
A9 15|VSS VSS o5
ABo181A9 Fout_{&>--FOUT
AT 17IA8 SENSE (21 --SENSE
AGoHSIAT REF [>—REF
A5oLI9IA6 CLO [25-HKSWCLK
20|A5 61
Ado TEST 60
A3o 21|A4 SEL 59
A2022(A3 KPO 25— KP0 S
Alol23 2‘8 | KP1 122-oKP1 o
A0~ 25 Rw 2 2 Kb |56 < TEST35 %
RIWr36IRES. >, xd Fus 2155 . z
RESo _ >>>g>xLs WsSGH KP4 TEST34 I
RES7IRQ. BELGETE =< 54 Jee
IRQo - 992855 % Jg KPS 173 TEST333
NMII28NM ca<<aR R EXS o KP6 2o TEST32 ¥
ZQBE\l ond IR ~vSn 835 KP752 KP7
BE o0 IO | 1o 2 0 51 °
30 IIFFMmmPFommv00@¢m§r
oo WLIIS00CaTIIrral || ;
._||,‘—Nm¢mcor~oocno‘-<\|m$m<or~ooo:c -
oT :r & 6 60 &6 6 0 S8 saae o N
3X22idEZ ZBzOoPrElRiy
~ SoNOLTW wWhWgk . .
B N <<IT<< Sugxww 3]
s X LL.




US 6,301,344 Bl

Sheet 5 of 34

Oct. 9, 2001

U.S. Patent

€ G T
a3TivisNI ON-SON  anel’
ON  VIVa—
ON gn ON[{-ON 'sr
ON ONI-ON .
—
9zM0 b
i
! L4214 =
0 V0S
1NdNIT3Ia0ON o:o-l )
odirts T
TYNOILdO mm ._.V
- TYNOILJO 60 |
— W\
L [Sen’™ _ 6d
2Ll ELO] | | Tv1O GLY NG+
: . | 8
¢d¢ 9Ol O | 2997 i TENA
TeA—fg|Ni 950 2O
. F[LN0O0SO 1O
B SSA 1NdLno
c | \G+

FROM FIG. 2B1.



U.S. Patent Oct. 9, 2001 Sheet 6 of 34 US 6,301,344 B1

7 +5Vf R
c20] (8 >0F |HOOK
R34 SWITCH
HKSWJF
R36 )
HKSWCLKG
FIG. 2C
g +5V i
CNO —1
R101 ggg
JHCZHOE ] AR
JH CR25¥Y
M ESiN JH< T
25¢ ] R105
JH 3] MW
R101%
C58
FIG. 2D. ek
el
12
P g—NC FIG. 2E
JF<24] oTXRX : :




U.S. Patent Oct. 9, 2001 Sheet 7 of 34 US 6,301,344 B1

L 13 *5"1_0'68 XMTRENABLE
A PG7
JP7 R109

POSITIONl LEVEL R110 BIAS
(23) 1LOwW ———j-wwR48 D JF

AUDIO-A XMTR

INSTﬂIED

JP7
VVWTo H|
LOW

RP5

TXA1TXA2
TXIN

TXOUT
MODEM IN F~oMTX

AUDIO,SIP

0% -g-opes
MUX[2oPG4 oy
cTLSs

NOT INSTALLED

NOT
INSTALLED
C35A
raaline | LR
I 12 ¢ R49 TC27

i AAAAE

10 —
T | M T I
25| i O C35 |R112 (HANDSET MISSING)
PC4

1 I
RX1 PG2| R113< C70
MUX1 PG1
PGO

CTL =

BIAST —ﬁgjg

PDJF

RCV

INPUTE%Z___ FIG. 2F.

VREF 34 =
+5V  GND NC

16T71 18
VREF
+.5.\i__|€__

C47 §R83




U.S. Patent

Oct. 9, 2001

Sheet 8 of 34

US 6,301,344 Bl

R89
Roz Q16
PC3
LOW BATTERY FIG. 2G.
DETECT 20
NOT INSTALLED NOT INSTALLED
+5V
L—DJDZ JD1(dF—TXRX
-2)JD2 JD1@|—°PAOT
PROT_TIPo—{3)JD2{ |REGULATED| |JD1G}—-BA
PROT_RING o—{4)JD2 COIN JD1{E}—PA1
SPARE8 —-[B)JD2{| OPTION |:yD1¢(5}—PD2
SPARE9 ——{6)JD2 JD1{B}—PE5
HT—{I)JDZ JD1({7}—PE4
FIG. 2H. = 1 2
+5V +5V 28
JK1 JK2 B
AO—[2)JK1 JK2(2}———RW
A1—3JK1 JK2(B——<MOE_ (R/W)
A20—DJK1 JK2(@}———-BAT
A3—B)JK1 JK2(B}——oAUX_ALARM
DOo—{6)JK1 JK2(6———IRQ
D2o—8)JK1| OPTION |JK2(Bl——~CN1
D3—{8)JK1 JK2(91 —~CNO
D4o— T JK1 JK2{m} —TXRX
D5o—DJK1 Jke{ SPARE3
D7o—DJK1 JK2{1Z} ~PC1
D6o—)JK1 JK2M——71-04
PAGEO—)JK1 JK2(8————<RES
_I:IEJK1 JKZ@:L B




U.S. Patent Oct. 9, 2001 Sheet 9 of 34 US 6,301,344 B1

29
NOT INSTALLED = _NOT INSTALLED
+5V
| TXRXo1—[DJM1 IM2{A}—oTXCLK
! L {2)JM1 JM2{Z}—PB4
PCO—{3)JM1 JM2(3}—PB5
MTXo—{Z)JM1 JM2{4}—PB6
M_GNDo—{5YJM1 g"gﬁg",{} JM2{5]—PB7
SPARE4o—{6)JM1 JM2{B}—PB3
SPARES—{7)JM1 JM2{T}—-PB2
SPARE6—{8)JM1 JM2(B]—PB1
SPARE7—{9)JM1 JM2{3}—PB0
DJm JM2{0—RCV
N Bit Counter MxN Bit ROM
N bit Addr M x N Output

=-m2vL f y ji ly




US 6,301,344 Bl

Sheet 10 of 34

Oct. 9, 2001

U.S. Patent

¥81d H8O

DIV[7:0]

By
04l [~ |
i]o) 0D S
0Nd ral oM Q-
a2 B za m>>wc @ 9 Ol
NO €a| M| =
A wwmﬁ_ M < [N 4n0
YAIG mcmmo 1 <O 8 ENY
SNO| oy 90 m>>_oc : 44ng A <
0|0 207 M 5106 NT N0 OV Qi >
@_o LMIGoY 10y y 94d
L [ Ny 3 NY
(=) q Y
s,
INI m_ ANI .K\\‘m -
52 a2 N0 e
8 W w0 |70 V|20 Ta
2 v kCE o3
[o:2INAID NV d4d_qqa >
8N A9 AI0 v) ; as= a . P
o:4o lo:ddy; 107G N
K%om%w_ um AN 9IN'AG N =
MO NIS ND -V NY_1JAO Nd €0
S3ILVO 002 za
NNIS cO 10l
zooa
IO N1 MO
00 Mo4IZ
00 |
(@]
s31vo 6.8 ,ﬁ
>
HMd




U.S. Patent Oct. 9, 2001 Sheet 11 of 34 US 6,301,344 B1

Analog Integrator 1  Quantizer
Input 4 f . |1-Bit Output

N bit Addr

FIG. 7.




U.S. Patent Oct. 9, 2001 Sheet 12 of 34 US 6,301,344 B1

zx§ 0O ;
rxos L S
— | 000 1545190 ¢
CIN2  CINRNb | +——
extra_bit CK SB 0
BIT Y A ‘
COUT2 COUT1 MUXZL1S 15447
CIN2 CINIRNbS | +— 1(_]
extra_bit CK SB 1
BIT Y A ’
COuUT2 COUT1 MUX2t1s |S654
CIN2  CINIRNb+ | +—— _F(T |
extra_bit CK SB 2
BIT Y A
COuUT2 COUT1 MUX2t1s |g449
CIN2_ CINRNbA | +— Jﬂ ]
extra_bit CK SB 3
BIT Y A ’
COuUT2 COUT1 MUX2t1s |s450
CINZ _ CINIRNb | +— j@ |
extra_bit CK SB 4
BIT Y A —
COIUT2 COIUT1 MUX2t1s |5237
CIN2~ CINTRNb4 | +— J—o@— |
extra_bit CK SB 5
BIT Y A i
COUT2 COUT1 MUX2t1s |S239
CIN2  CINTRNb+ | +— _l«:@_“ |
extra_bit CK SB 6,
BIT Y A 1
COIUT2 C01UT1 MUX2t1s |g240
CINZ _ CINTRnb | b— _FQZ—_
DSO top_bit CK S 7
MS8 Y ‘
]

FIG. 8.

DSOO——
=
&
~*1>w




US 6,301,344 Bl

Sheet 13 of 34

Oct. 9, 2001

U.S. Patent

1va4a Sal- ZNID
%_w a1t v g 1 aF
st A Y[ o35 PR
[Shy V80
p\ a g | gl
ER= — = 8L1¢sl YI—ca8S
W.Ew Sqll NIL 00lloF—<alNID
10 a1 m A ans & = 8sl 1inv
8sl v alg O O NiT
1noL v 1v840 g
izsizisifo 4 d 08NS/ Tl
Tl 2s| 1NOL VT
"F_ o o X0
Q=01 _—1 LINY
lvadd Sg-—~ [ NIL a ;
DA viHomsy = }
e 1Sl hn _‘M D.Emuao N ._.m_Hﬂl
1OV | a 0 NSy, aTal =
LL1ZS 1nOL B VT
3 0Jpe Jou
JodoH _ o%mﬁo:o Smm_.oorﬁ
vedd| [SgH- MTNIIF LLNY
i g
0sa F.m_ I vipnsy g = ANy
1NoL s v
HoolLo —
LLav | 6 IE

Y10 HNI Lo} (zipeious

Lipe Jous



US 6,301,344 Bl

Sheet 14 of 34

Oct. 9, 2001

U.S. Patent

a9
55 16040
Dad S | a-
16040 $ v—alig
Oga—s | g ¥ 09| ID—<aINID
eS| v YA
Z1N0D<a 09| 19 QZNID
¢8I
LLNODC ! .




U.S. Patent

tsycC

Oct. 9, 2001 Sheet 15 of 34 US 6,301,344 B1
tLow1
ot
tsu.sc#
FIG. 11A.
WRITE 0
tLowo
Wi
FIG. 11B.
READ 1
tsy -
tsyc ]_ tRDV
tsLOT
FIG. 11C.
READ 0
tsu _/_\
¢ ts.yc tRDV
SLOT
FIG. 11D.
tRsTH, 1stbitof 1-wire protocol~,
Reset pulse Presence-detect
]—\ drlven ow Idle anven by 1-wire
\ by host [ state device
IRSTL tPDA i =—tPDL

FIG. 12.




U.S. Patent Oct. 9, 2001 Sheet 16 of 34 US 6,301,344 B1
Vdd Vdd
T Bus Master )
- Y E
Microcontroller =
Tx—oq ' L e o o
Rx~DoJ
—_
~ Slave #1 Slave #2 Slave N
Rx-0<} e Rx-<}4 I'cw Rx—0<} rea
Tx §_§ Tx §_§ R B < §_§
100 ohm—3 °°| |100 ohm3 °° 100 ohm—3 °°
MOSFET = MOSFET = MOSFET =
I L L

FIG. 13.

l RESET |

PRESENCE
DETECT

|
1-WIRE
COMMAND

DEVICE

COMMAND
!

DATA
TRANSACTION
Y

“CRC
(OPTIONAL)

FIG. 14.




US 6,301,344 Bl

Sheet 17 of 34

Oct. 9, 2001

U.S. Patent

18SI

L ) 65SI . .
—C = Y ¢ ol —3] Gl Old
Slgpzra ey |otese OA 001
yXPZHJ PAI0S < R
va — —
Hos«(0 m_mxum_._n_ m,_owo Im» Mml,
—2LZHd egsl | _| n )
Fmg — ﬁs 8LHOLVT
0S
G8Sl A _ L dIN0O
Ixngg | (L 00 X194
03a 8or 6 or o~
{(Eg
19S|
(0:0 L0V <G
8888S.1L [ oS 2051 <INisH
NISH M 1034< AT FA <JeHd
10 Y
) gxy o N1 Y9 | €218
(0:2n0@ B 8aW W €93
_ 67S _eXUW QEE ] 92uisi
nzuhom 1 AQHa  TAINOXL —o<f—<Jihd
N0 XYXL 0 Xd XL XY XL (5 GL)v
—(0:0%93H (0: /300N m|>>m ®
(o:2)axy (o:2)axi #9SI
uab 31 <
< Jurxuxy
<J(0:)uq




US 6,301,344 Bl

Sheet 18 of 34

Oct. 9, 2001

U.S. Patent

"g9L "9Id OL
_ |
1aya 4
NISH  _ _
<] FEmn_ 4ng o - 8xy ¥
WLYVLS 110
FHOLS«H{IUOLS dWOD XL
S avol«us avol dng W
ATINOXL
ONAS avo1 OISy
ad-
310 40108
NIOS
_ TSP
T L9gES! 1noaa _
oom_m Ol_m\\“ (0:2¥@ Hd <8AN M
- - €l (o:24aa < J(0:2)3aon
0 Xd X1 2l 89¢€SI
<] J Q) o
Ot M10
LS NIOS _
0SH— TSP <Jeanw m
(0:2%03HO IIXW Lnoaa _
a (0:2)4a@ Hd «¥s avon
(0:2)iaa@ < J(0:2)oX1
<] NLSYHy
:1)axy ;
(0:2) S D 4 o<>1oay




US 6,301,344 Bl

Sheet 19 of 34

Oct. 9, 2001

U.S. Patent

'd91 Old

4
W1Sd
oad T so s
€a
Dgd Wso Wzal—d nzo S9EES
WO za—zo =
Q| —{WeOWLa|—WL0
> | —{wzo 1a 10
O | dwiowoal—dqwoo
WoO 04 00 A104
034 8or 6 or
0D O
1804a
W10S¢0 g A < IN1SYH
—<_PIo
€L€€s! | —<J AINOxXL
| W1Sd
WZO NEQ +4 NED
Woo €al———¢€o
NLSY WSO W2a ——}—q 20
b WvO 2a —{20
Jo4 o1 —{neonia J—dWLO
18040 WcO 1d ~— 10
_&o ~a—{wiowoal——~,—woo LOEESI
W00 0a}——}—{00 v_._oAJlAmAH_
03a 8or g or
'Vol "Ol4 WO¥4



US 6,301,344 Bl

Sheet 20 of 34

Oct. 9, 2001

TO FIG. 17B.

INLLNOY

ID3HO 3402 1ONA0™d
I1dILTINWL FHL TTVO

MO0 19 1008
3HIOL ¥OvE 09 50
3HL WOY TVIWHON SY
A ONILVY3dO INNILNOD
aNNo4 HOLYIN SIA

319v1d30V_'s3A

'VLVa NOISIATH/LONAOYUd
S\ QAvOYH ¥3HIOW 3H1 dvOoT

&
ANNO4 HOLV

ONL 319Vid300V

V.l

Ol

‘gl "Old

Vi1 'Old

"INLLNOY
wHIQFHO 300D 10NA0™d
F1dILTINW. 3HL TIVO

Vivd
NOISIAFY/10NA0™d
S.ASM 3HL VOl

S3A

&
NOLLVYNOIANOD
S.q8v0g Y3IHLOW

onN| 3HL HOLVIW 330D
NOILYYNSOIANOCD
siIs304

S3aA

&
A3TIV.ISNI
A

ON| TVNi3LX3
NV m_wm__<I._.

U.S. Patent

"'SISATVNY
ll-ELED)



US 6,301,344 Bl

Sheet 21 of 34

Oct. 9, 2001

U.S. Patent

RSVATRSIE

NYNL3H

"HOLVYW
HLIM 1iIX3

¢
SINILSAS

HOLVIN ONILYHIdO NVYHL ¥31V3HO
ON HlIM LiIX3 ON d0 Ol TVNO3 3d0d
NOISIATY S.ATIN

Sl

o1 S ToNA0d SAZLSAS
HOLVW O1 $3003 .
19NA0Yd JHON SN ONILYHIHO FHL HOLVW

3d02 10Ndo¥d

ANV s30d

S3A

3002 LONAO¥d R

1X3N Ol INIOd
330D LONA0Yd 1SHId HLIM
NI938 ANV HOLVW OL S3d0D
19Naodd 40 ¥39ANN avo1

MO3HO 3a0D
10NAaoyd 3dIL NN

FROM FIG. 17A.




U.S. Patent

Oct. 9, 2001 Sheet 22 of 34

CONFIGURATION}I(FI’E%ODUCT/REVISION

CHECK FOR PROPER

NO| pS2502 ROM CODE MATCH
THE CODE PROGRAMMED

LT

(INO'CONFIGURATION CODE MATCH
THE OPERATING SYSTEM'S

US 6,301,344 Bl

FIG. 18.

DS2502
DEVICES CHECKED ON
CURRENT DAY

YET?

CHECK ALL OF
DS2502'S THAT ARE
PRESENT.

IS
THERE A SKELETON |YES

KEY PB’ESENT
MOTHER
BOARD DS2502 KEY
DATA ;I'HERE
DOES THE
MOTHER BOARD'S

IN THE FLASH
ROM?

CODE LESS THAN ;i

-
-
-
L

DOES THE
MOTHER BOARD'S

CONFIGURATION
CODE?

YES Do this if there is enough time;
,,,,,, | S\\ otherwise, go to Boot Code

,,,,,, THE MOTHER ™=~
BOARD'S CONFIGURATION }NO

YES
GO BACK GOTO | OPERATING
GO TO GENAND !
THE UNIQUE IDi | AS NORMAL
BOOT BLGCK ANALYSIST ANALYSIS | FROM THE




US 6,301,344 Bl

Sheet 23 of 34

Oct. 9, 2001

U.S. Patent

6l Old

XS v_om_:o.mm__m_wwmmo_:aomn_
R S " FdILTNNL 3HL TIVD

NOLLYHNDIINOD SAIM IHI
SAIHOLYIA 300D NOILVNSIINGD
SINILSAS ONLLWAO

3H1 §30Q

I
"3000 NOLLYHNOIANOD| |' 30D NOLLYHNOIANOD

S\W3LSAS 3HL SV AINO
3HL SY ANOD3S 38N ANV 1S¥id 3HL 3SN

LA
JHL NO 300D
NOILLVINOIINOD AHVYANODIS
\4 mm_m_._._.

“ap09 j00q 0} 06 ‘asimiayio
‘owy ybnous si a1aLy Ji SIy) oq

IS'O )
3JHL WOX4 TVWHON SV | [, 42018 1008
ONILYHIdO INNIINOD| |3HL 0L X0vE 0D

(2
aNNO4d HOLVIN
3189V.Ld300V_JON

ON

¢
sayvos
S3A| YIAHLOW IHL HOLVW
3A0D NOILVHNOIANOD JON
Sl s3oa

d37TVLSNI
AT F19V.LHISNI
NV m..uw.m_m_._._.

"SISATVNY
d’13NDINN



US 6,301,344 Bl

Sheet 24 of 34

Oct. 9, 2001

U.S. Patent

—<1S0ad
<{Jvi1¥0d

Lcaisal
_IO ¥od

qSSH
1 I

- YIPSI 11—y
H@J oY O 1474

Z114d —111H0d

o-

AN

O

LL
NP
o

>

P4
< o] |

:
é

Gdd

<] s3y

4d|

Ea:x%.ﬁlﬁe
m

“ueLod<h

NId3dON

. =¢ JA0ON
0. = | 3AON

(0:9) 30<—

<(o:2)a

0dd

aavsl ol

N (0:9)130



US 6,301,344 Bl

Sheet 25 of 34

Oct. 9, 2001

U.S. Patent

012 ‘914 01
"aiz 'old | oLz 9Id
"g12 'Old | 'ViZ 'Ol [ ] ]
Hoisi—1 0 ol4D ofqo 2
. . - X Dw_J 1604Q; |1604Q| 116040 —
Ic DIL ) Y
Z4140
(10 ah | e 1/ B 5 B )
oot QUIDNIY
foisIfgli4a
10 d Hm‘v _
. VS~ < 1vdl
< <] =Nl
5 | L—aisy wislc_|[]
= o AY <270
o) a
. )
- NEEL| A b g e S S  S— |
piiot—qodotoHoqoHoosoEHoHHA ¥ agi19o
m m_ zuida)  [euedal fendal [euidal feridal fehida atH
Ns_m_“_; 0vOISI 6E0ISI OEOISI IEOISI CEOIS || | v A}_«w
IWEeSl
¥0LSI
T e e e e S S 9 & < ws
X v {oootiol ool ool ool ool fotiol-iodo o
uidal [ehida| [eridal feiida) fevidal fzeidal febidal febida
s |40 |00 |10 D |10
s«x:j ‘_ 620151 8201SI [20LSI 920LSI +2O0LSI €20LSI 2Z0LSI LZO0iS
Joist VATAAS S3aL
73s



US 6,301,344 Bl

Sheet 26 of 34

Oct. 9, 2001

U.S. Patent

‘ailg 91401

—

usd a—

2901S1| 890LS| €SO0LSI

USHD <

S3d

A & &
N otootlolduotoh
zidal  [evdal [zhvda) fevidal fevidal febida
S8 loakdqo [Ho 4o [Ho ({{o
wg_w_w LPOVS] S90Sl SYOLSI #¥OISI EPOISI
‘dlc 9old ol Jol ool ot
ool {odootodotot—<-
andal lzhidal fzvidal feridal s
o hHo 4o |Ho
80151 | €601SI ZE0KSI 1EOISI

FROM FIG. 21A.




-
m
-
-+ _ {7 _
= O1Z 'Ol %0 G o
% 160401 | . a: ZHd
& . cmoi g
- D> PuoA
N
AN _
gy sveAN <] 1S9
¥ VAR
M | -\ A
! N
= .w_ IV LA
= Tieoia ¥
(= .
fa H oH<CH <abHd
& ~ o ar oA0d -
S . 00N < rem
= T —12¢A 2aR
7 o —EAEa
T
_ %mlﬂ_w_ " ——————  HA VTR0
s a0dd| |veodq| |reodd| [isodal [veodal S
= ﬁ Vﬁ_%_lé a0 _HD _HO HO -
> S WIS GOIST WIS IS 090l
° g s
qoHo oo MSHH
16040| | | 131 |ygo4qlmi
10 D_ll_ a
- =1 L]
S ot MV
= 16040
= Jo aH
) 0S|
7 V12 ‘914 NOuA
-



US 6,301,344 Bl

Sheet 28 of 34

Oct. 9, 2001

U.S. Patent

a

0

. . L
aie ‘olid oﬁm_&w_wr% 5%
160441 [1604Q| |1604Q| L6040
ah10_ |40 |10
L
0SoH{uSoHnSoH{uSo
16040 {1604Q( |(L604Q( 16040
ah10_ |10 |0
TSHIC

*012 "Old WOu4

v

FROM FIG. 21C.




U.S. Patent Oct. 9, 2001 Sheet 29 of 34 US 6,301,344 B1

+5V ;
HOOKSWITCH

Ap
N Il h
W 100K g nor:Lnoak)y open when
470K
FIG. 22.

+5V
l I
C1 !
/ R1-9I1If T i oL
A %::zzvvzcm b q
VWV —
R2 1K |
i 3—°<l'[<>
i-__f _______ am— puman § O .—_'—
[— 125msec
45msec—




US 6,301,344 Bl

Sheet 30 of 34

Oct. 9, 2001

U.S. Patent

cn_strb

‘aye "ol

V¢ Ol Vb2 Ol
L—N AAA —{(0:€)NO NSY
95N (0:€)0 M10
e
YIN

v

<PIe l@@ (0°€)NO NSY
2y (0:€)0  M1oh
M

o o__J]O/ ﬁ

X mm ¢ (0'€)NO NSY

a| os (0:€)o Y10

18X

(0:€)snqgo

<(0:2)a

vz "Old OL
| L _
—«ansuo
d o] 1081
zzz4da| w0l
() ol@
8va51 XS g | s
= | ¥R \aw %L _
zzz4al s60isl o] o INO
O DTA_M.
10ZSI
801!
't

11087 >¢

N N\
(0:¢)sngo



=
m ﬂh mm ﬂnm 0601S|
aQ -
2 ‘ave R S =
= av¢ Ol plesse e
O
n (0 6281S)
4
> L g0t | o<
GIER! —(z R
IRABRC
_.nw oa-o TP <d™¥od
< g>=>>>
e
= LLL N
y—
m aNEN
= <1708D
N
#2898 k
= U oM zHd
0 —
S B mr r_m | A71sd
; o
2 geesI H DEO ~C¥Hd
S Zzz4a agny
D a
VS| m L1ZsI
21281
"V¥Z "Ol4 NOUA

U.S. Patent



US 6,301,344 Bl

Sheet 32 of 34

Oct. 9, 2001

U.S. Patent

0091

'G¢ Ol

oaswl
| o&vv ooww oowr oww oww ow# oww m
_\ LSS LSS LSS LTSS AL S SIS LSS LTSS ST LIS S LSS LS SIS ST LSS IS S S LSS AT LSS S A 1 LSS SV, m E _|_|
JOUVHO
IANITHY3AH08 a3ssvd

Sivd



U.S. Patent Oct. 9, 2001 Sheet 33 of 34 US 6,301,344 B1

IS
NO[ THE PHONE
WAKING

OFF HOOK
INITIALIZATION.

IS
IT MIDNIGHT
AND BIT-2 OF
BAT%ST=1

YES

NO

FINISH OFF HOOK
INITIALIZATION.

JMP BCHGBY (BATTERY
CHARGE).

ON HOOK CLEAN UP (AFTER

REPORTING FLAG OR AUTO-POLL WAKE
UP TIME IS SET).

S
THE PHONE
SET TO WAKE
uP?

YES
IS
SCHEDULED YES

WAKE UP TODAY'S
e _—

NO

CALL MIDNITE AND SET PHONE TO
WAKE UP AT MIDNIGHT + (ANI).

!

SET BIT-2 OF BATEST TO INDICATE
CHARGING WAKE-UP.

NO

1
| FINISH ON HOOK CLEAN UP. |

FIG. 26.




US 6,301,344 Bl

Sheet 34 of 34

Oct. 9, 2001

U.S. Patent

HO1IOVdVO

NETEINS
3SN3S L
IDUVHD ¢ro A e
Y
€
JOHLNOD ¥ NG+
ENER 1
AV
1ve-




US 6,301,344 B1

1

INTELLIGENT PUBLIC TELEPHONE
SYSTEM AND METHOD

CROSS REFERENCE TO RELATED
APPLICATION

This application for patent is related to and claims the
benefit of Provisional Application Ser. No. 60/064,516 filed
on Nov. 5, 1997, commonly owned with the instant
application, the entire specification of which is incorporated
herein by reference.

FIELD OF THE INVENTION

The present invention relates to public telephones and in
particular to line powered intelligent pay telephone systems.

BACKGROUND OF THE INVENTION

There is a need for a low cost intelligent public pay
telephone. It is desirable that such a telephone be reliable
and durable in light of the hostile conditions and environ-
ment within which the telephone may have to operate. It is
further desirable that this telephone be rich in features that
will assure reliable performance.

a) In particular, there is a need to reduce input/output (I/O)
pin count circuits used within the present invention for the
purpose of incorporating other features requiring I/O reduc-
ing cost of circuit functions and improving product reliabil-
ity.

b) There is a need to reduce microprocessor “bit-banging”
(a dedicated CPU-intensive control technique that doesn’t
allow for simultaneous CPU functionality) when communi-
cating with serial devices used within a telephone system,
and to facilitate a reduced-power, high speed method of
downloading or uploading pay station data, records, and
operating program code, while reducing the product cost and
improving product reliability in terms of printed circuit
board device interconnections.

¢) There is a need to promote software security and to
provide a technique of controlling product firmware releases
on a per phone basis, to provide unique pay station
operation, and to facilitate future firmware or software
control on a per phone basis. There is further a need to define
a method of controlling firmware configurations.

d) A low power (microamp range), low impedance hook
switch interface circuit is needed which is immune to the
affects of intruding water, or any other input impedance
reducing agent or effect that can cause a false hook switch
event or indication. In addition, a method of verifying a
circuit oscillator operation (32.768 kHz in this case) in terms
of frequency and duty cycle is needed.

¢) There is a need to interface the phone chassis with
various mechanical coin acceptors that generate a wide
range of nickel, dime, and quarter coin pulse widths utilizing
a uniform detection algorithm for all coin acceptors. In order
to reliably detect the various pulse widths, there exists a
need to establish a minimum valid pulse width criteria, and
to reject any noise associated for a given coin acceptor
mechanism. There is an added need to make coin input
filtering less of a CPU intensive function.

f) It is desirable to have a flexible and secure memory
page-swapping technique that allows a 64 kbyte direct
address range to be expanded, and then be logically repar-
titioned in a number of segments such that multiple devices
in a system can be partitioned in such a way as to not conflict
with each other, and further to write-protect all memory on
a segment resolution basis.
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) The ability of determining the condition of the phone’s
primary battery for the purpose of assuring proper phone
operation of future battery-dependent functions.

h) There is a need to prevent pin fraud on coin telephone
trunk applications.
Pin fraud is a common method of defrauding the telephone.
One pin fraud technique includes inserting a fine pin into any
one of the four handset interconnect wires within an armored
handset cord (provided the interconnect is not ac coupled or
isolated in some way) and shorting the pin to the metallic
armored cord which is connected to earth ground. This event
must take place at the time the central office is performing
a local call coin check. Shorting a +5V referenced signal to
earth ground will complete the circuit loop, and as a result
be interpreted by the central office that the minimum deposit
has been satisfied, thereby enabling the call. Another pin
fraud technique includes inserting a pin into the armored
handset cord as described previously at the time of a post
call collect signal application, thereby diverting the collect
signal from the escrow relay. Then, upon removing the pin
and coming off-hook and going back on-hook, which
prompts the central office to send a refund signal to the
phone, any money held in escrow from a long distance coin
call will be returned instead of collected.

SUMMARY OF INVENTION

In view of the foregoing background, it is therefore an
object of the present invention to provide a low cost, high
value intelligent pay telephone having proven reliable tech-
nology combined with durability and feature rich perfor-
mance.

These and other objects, features and advantages accord-
ing to the present invention are provided by an intelligent
public telephone system having:

a) AN ADPCM synthesized voice driver using Delta
Sigma technology, thereby converting the output pin count
from 10 pins to 1 pin, reducing the cost and complexity of
voice synthesizer associated circuitry external to an ASIC.
The Delta Sigma modulator is a second-order modulator
followed by a simple, two-pole, passive filter. The human
ear or telephone line serves as the third filter pole.

b) Implemented a single I/O controller circuit in the
telephone control ASIC capable of 115 kbps bidirectional
data communication. The circuit’s protocol is compatible
with the slower Dallas Semiconductor one-wire protocol to
facilitate a non-bit-banging interface to Dallas Semiconduc-
tor devices that incorporate the one-wire design. The one-
wire controller is used to provide communications with
option board assemblies, future option board assemblies, the
resident electronic serial number device, the add-on Firm-
ware Control Key interconnect, future Smart Bezels, future
custom ASICs, and for interfacing to product programming
and/or data acquisition devices that interface to the pay
station product in a hard-wired plug-on fashion, or through
a local infrared transceiver interconnection. Again, the solu-
tion is implemented by a single wire circuit interconnection
tremendously reducing printed circuit board complexity,
facilitating product cost reduction through reduced circuitry
and facilitating reduced printed circuit board layer count.
For these same reasons, the single wire solution improves
product reliability.

¢) A custom-programmed Dallas Semiconductor DS2502
Electronic Serial Number Device is provided in conjunction
with a 3-pin header that will interface with an add-on circuit
module, or key. The custom-programmed Dallas device is
programmed with a unique code. The device is further
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programmed by the supplier. To enable future firmware
programmed, or to be programmed, into the phone and to be
secured, a second uniquely programmed customized Dallas
DS2502 device is installed onto the 3-pin header.

An alternate solution is to program a random number, or
“seed”, into a customized device, such as the inventor
customized Dallas DS2502, or a custom ASIC, by way of
example, and to program a unique serial number (S/N) into
the phone’s non-volatile memory. A firmware algorithm
creates a soft “key” based on the ASIC “seed” and the S/N.
The “key” will be used to enable future firmware/software
programmed, or to be programmed, into the phone and to be
secured.

To provide for the security required, three parameters will
be implemented. The three parameters include Configura-
tion Code, Product Code, and Revision Level.

d) A hook switch is provided to satisfy the need for low
power, low impedance hook switch interface that is immune
to the effects of intruding water, by way of example, and the
need to verify circuit oscillator operation. The oscillator
measurement solution consists of the HKSWclk signal itself,
as the 45 usec low going pulse represents the 32.768 kHz
oscillator frequency period plus the high time portion of the
period, while the 125 msec overall HKSWclk signal period
represents 4096 times the period of the 32.768 kHz oscillator
frequency. Either of these specifications being off would be
indicative of which oscillator specification is not correct.

¢) A coin detect and debounce circuit is provided that is
programmable for minimum pulse width. Pulse widths less
than the programmed minimum are ignored. Pulse widths
greater than the programmed minimum will generate a
microprocessor interrupt (if enabled). The microprocessor
can then monitor and measure the remainder of the signal
pulse width. This solution allows for signal debounce based
on the specific coin acceptor being used, or any redefinition
of any coin acceptor output specification. In addition, this
circuit performs filtering and thereby improves general
system performance by off-loading microprocessor CPU
time.

f) A multifunction phone peripheral application specific
integrated circuit (MPP ASIC) provides several memory
related services, including memory mapped I/O decoding
which are accessible to the firmware program through
memory mapped registers.

2) Two techniques are implemented for the detection of
low battery power and insure that the pay telephone can be
made operational for modes of operation requiring more
power than the local loop can provide. One technique
involves the use of an escrow relay control circuit for the pay
telephone where firmware is used to monitor time required
to successfully charge an escrow firing capacitor, and based
on this time, estimate the general status of the battery. A
self-diagnostic functional circuit test is performed for tele-
phone products which are battery dependent. In this case, the
test would be performed with the telephone line seized,
thereby preventing the phone from “crashing” in the event of
a low battery condition.

A second technique places a known load across the
battery, again while the telephone line is seized preventing
a phone “crash” in the event of a low battery. While the
known load is across the battery, the battery voltage is
directly measured. In utilizing either technique by applying
a known load across the battery at various times or intervals,
or by applying different loads across the battery single or
multiple times, firmware algorithms determine if the battery
is in a sufficient condition to support the pay telephone in

10

15

40

45

50

55

60

65

4

performing some future function requiring the battery. The
firmware may then invoke a battery conditioning mode of
operation and/or report the condition for potential service.
These techniques also facilitate identifying a disconnected
battery.

h) As earlier described, pin fraud is perpetrated by short-
ing handset interface signals to earth ground during central
office coin checks or coin collections. This provides a low
impedance path between TIP and earth ground which is
precisely the signaling indication the CO is looking for. Pin
fraud prevention circuitry is provided which limits the
amount of current that can flow through the handset inter-
face leads. This current limit is set up so that the carbon
transmitter has sufficient bias current to operate but the
central office (CO) would not detect a coin ground presence.

BRIEF DESCRIPTION OF DRAWINGS

Preferred and alternate embodiments of the present inven-
tion are described, by way of example, with reference to the
accompanying drawings in which:

FIG. 1 is a block diagram illustrating operation of an
intelligent pay telephone of the present invention;

FIGS. 2A-2I include schematic diagrams of a preferred
embodiment of FIG. 1;

FIG. 3 illustrates a modem option for the embodiment of
FIGS. 2A-21;

FIG. 4 is a block diagram illustrating an implementation
of a Pulse Coded Modulation encoded sine wave;

FIG. § is a block diagram illustrating a differential equa-
tion of a sine wave;

FIG. 6 is a schematic diagram illustrating a logic imple-
mentation of FIG. §;

FIG. 7 is a block diagram illustrating implementation of
a first order analog delta sigma modulator;

FIG. 8 is a schematic diagram illustrating a preferred
embodiment of an eight-bit delta sigma modular circuit;

FIGS. 9 and 10 are schematic diagrams of supporting
lower level schematics, top-bit and extra-bit, respectively, of
FIG. 8,

FIGS. 11A-11D illustrating timing signal waveforms
associated with a serial interface of the present invention;

FIG. 12 illustrates a timing signal waveform useful in
synchronizing devices in a one-wire communication;

FIG. 13 is a schematic diagram illustrating a system
interface configuration, by way of example;

FIG. 14 is a block diagram illustrating a transaction
sequence;

FIGS. 15 and 16 are schematic diagrams illustrating an
implementation of a serial interface useful with the intelli-
gent pay telephone of the present invention;

FIG. 17 is a block diagram illustrating an operating
system generic key check;

FIG. 18 is a block diagram illustrating an operating
system main key check for proper configuration, product,
and revision;

FIG. 19 is a block diagram illustrating an operating
system unique key identification check;

FIGS. 20 and 21 are schematic diagrams illustrating
embodiments useful in the intelligent pay telephone of the
present invention;

FIGS. 22 and 23 are schematic diagrams illustrating a
hookswitch and improved hookswitch embodiment useful in
the pay telephone of the present invention;
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FIG. 24 is a schematic diagram illustrating a coin detec-
tion circuit of the present invention;

FIG. 25 is an illustration of a charge time monitor display;

FIG. 26 is a block diagram illustrating an automatic
battery charge process of the present invention; and

FIG. 27 is a schematic diagram of an inverter control
circuit of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The present invention will now be described more fully
hereinafter with reference to the accompanying drawings, in
which preferred embodiments of the invention are shown.
This invention may, however, be embodied in many different
forms and should not be construed as limited by the embodi-
ments set forth herein. Rather, these embodiments are pro-
vided so that this disclosure will be thorough and complete,
and will fully convey the scope of the invention to those
skilled in the art. Like numbers refer to like elements
throughout. Further, since it is understood by those skilled in
the art that a variety of desirable components and devices
can be included in the environment of the present invention,
only those pertinent to the present invention or useful by
way of example will be discussed.

General Operation

With reference initially to the block diagram of FIG. 1,
functions of the pay telephone of the present invention are
illustrated and referenced through numerals 1 through 28.
The intelligent public telephone of the present invention is
loop-start, line powered type. In the idle on-hook condition,
the phone draws no current from the telephone line by
holding the loop open. The phone is battery powered in the
idle on-hook condition with minimal circuitry powered
drawing current in the micro-amp range. Certain events will
initiate the telephone electronics to turn on the electronic
hookswitch, thereby seizing the telephone line. The tele-
phone circuit is powered at the same time the electronic
hookswitch is closed. As soon as the minimum operating
voltage for the microprocessor is attained, the microproces-
sor 1 is allowed to power up. Once the microprocessor 1 is
powered up, the system firmware loaded in the EPROM is
in control of the telephone operation. FIGS. 2A through 21
illustrate preferred embodiments of circuits for the present
invention, and are enclosed within blocks numbered for
reference to numbered blocks of FIG. 1.

The ringer circuit 24 is comprised of two sub-circuits: a
ring detect circuit and a ring driver circuit. The circuit is
designed to detect and ring when standard ring signals in the
15.3 Hz to 68 Hz frequency range are applied.

The phone ringer, an electromagnetic transducer, will be
excited by the phone control ASIC coincident with a quali-
fied ring-in signal. The phone ringer is dependent on the
primary NiCad battery to sound.

The pay telephone of the present invention is line pow-
ered. The minimum loop requirement for reliable long-term
operation is 20 mA. This allows the phone to operate
properly over temperature extremes including —40° C. to
-70° C. for varying length telephone calls. The power
supply consists of a parallel shunt regulator circuit, a nomi-
nal 4.8V NiCad battery, and a 3.0V lithium battery.

The NiCad battery serves as a rechargeable source of
reserve power. Its primary function is power the phone’s
escrow relay used to collect and refund money deposited
into the pay station. Although most circuits are powered
down in the on-hook state for the purpose of conserving
energy, the few circuits remaining active in the on-hook state
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are powered by the system NiCad battery. In addition, the
NiCad battery is intended to power the phone during any
short periods of intentional central office controlled open
loop intervals during the phone’s off-hook operation.

The 3.0V lithium battery is a back-up battery providing
energy to circuits whenever the NiCad battery is discharged
below 3.0V, or whenever the NiCad battery is removed from
the circuit.

A loop detect circuit 17 allows the microprocessor to
determine when the central office opens the telephone loop.

A tone detector circuit 15 is used in conjunction with the
system microprocessor to detect signals such as dial tone,
ring back, and to perform the answer recognition function
required for initiating the chargeable pay period of a call.

An audio control circuit 14 consists of a microprocessor
controlled transmit channel and receive channel. Both chan-
nels have multiplexed inputs, as well as some gain control.

Transmit channel inputs include the handset transmitter
output, voice synthesizer output, modem output (either
microprocessor generated FSK or the external Bell 212A
option), microprocessor generated DTMEF, or an auxiliary
signal from an option type circuit. The transmit channel
output is to the 2w to 4w converter.

Receive channel inputs include the receive output of the
2w to 4w converter, a microprocessor generated single
frequency output, keypad, confidence tones, voice synthe-
sizer output, and microprocessor generated DTMF. The
receive channel output is to the handset receiver.

The telephone is designed to communicate with the phone
management system via a proprietary 1200 baud FSK algo-
rithm. Typically, modem communication is used to poll the
installed telephone for call record, call accounting, and
diagnostic information, or for downloading program, rating,
or system configuration information.

Handsets with either a carbon microphone element or a
dynamic microphone element can be used via the handset
interface 13.

The telephone interfaces at a hookswitch interface 7 with
a passive hookswitch that is normally open in the on-hook
state.

A port at a serial interface 12 is controlled by the system
MICTOProcessor.

A keypad interface 11 provides connection to a passive
XY-matrix type keypad standard.

A volume control interface 10 is provided for connection
to a normally open, passive, external volume control switch
for the purpose of providing hearing-impaired handset
receiver gain.

Astandard passive mechanical trigger switch interconnect
is provided for US nickel, dime, and quarter coins through
the coin track interface 9.

The telephone operates an industry standard AE-style 48
V escrow relay. The system firmware determines when it is
appropriate to operate the relay in either the collect or refund
mode of operation. An inverter circuit 27 is provided that
drives the relay from the 4.8 V NiCad battery. The relay
driver primarily consists of the voltage charging circuit and
the charged voltage threshold detection circuit.

An option card interface 26 has been designed into the
product that allows for operation of a coin-type telephone
line.

The primary system memory components are the utility
FLASH 5 and data SRAM 6. The phone always boots up
from the utility FLASH. The utility FLASH is a download-
able device containing boot code, standard utilities, and
voice data. The data SRAM typically contains call rating
information, as well as collected call records. Any of these
typical uses may vary by firmware design.
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A real-time clock circuit resides in the telephone control
ASIC 2. A few of the functions of the real-time clock include
time and date stamping calls made, timing call duration, and
time and date stamping diagnostic events. In addition, voice
synthesizer function circuitry resides in the phone control
ASIC. All synthesized voice messages are stored in the
phone’s utility FLASH memory. The phone firmware con-
trols the playback of the stored voice by decoding the
encoded data using the reverse algorithm. Typical applica-
tions for voice messages include dialing instructions, call
rating, and phone service diagnostics to name a few.

A one-time programmable electronic serial number
device allows for remote product traceability, as well as theft
deterrence. The device is programmed at time of manufac-
ture and contains the same number that is labeled on the
printed circuit board assembly. Each option board added to
the main assembly has its own electronic serial number
device. The option board serial number devices also contain
a code identifying the option. The system microprocessor
identifies the total product configuration by reading all
electronic serial number devices.

The line Interface circuit 25 provides the interface
between the local telephone loop and the general features of
the pay telephone. It is comprised of line surge protection,
noise filtering, and polarity guarding and detection circuitry.

A low battery detect circuit 20 detects low battery con-
ditions. As illustrated with reference to FIG. 2G, a 50 mA
load is applied under microprocessor control (PC3 low) and
battery voltage is measured. The battery pack is expected to
provide greater than 4.65V when delivering the 50 mA to the
load. If the battery capacity is sufficient, the output of the
comparator (PC2) will be a logic high level. This circuit is
composed of transistors Q15, Q16, % of comparator U12,
capacitor C54, zener CR22, and resistors R§7-R90, R92,
R95, R99. It is expected that this circuit not be utilized on
every call and only during times when loop current is
present. Note that the actual load placed on the battery will
vary slightly due to loop length because of the amount of
current that can flow through the battery charging circuitry
in regulator hybrid RP4. Due to the potential problem of
corrupting the operating system during downloads or any
time power in excess of that provided by the local loop is
needed, it is imperative that this circuit or some other
method be used to monitor battery quality before this type of
operation occurs.

Implementation of PCM (Pulse Coded Modulation)
encoding of a sine wave is accomplished through a simple
counter and ROM lookup table. A block diagram of this
implementation is shown in FIG. 4.

This implementation simply has an N bit counter whose
depth is equal to the number of samples per cycle of sine
wave output. This is then fed to a MxN ROM lookup table
which stores the PCM codes for the addressed portion of the
sine wave. Gate implementation of this approach is not too
severe as long as the samples per cycle and the resolution of
the output are not too demanding. A sine wave generator
with up to 64 points per cycle and an 8 bit output would
require approximately 60 gate equivalents for the counter
(N+6@10 gates per bit) and a 512 bit ROM (M=8x2V@=9),
Thus, a typical implementation would result in about 600
gates, and even with a logic reduction on the ROM of ¥ gate
per bit, 200 gates would still result. As the number of
samples per cycle increases and the resolution of the output
increases, this number grows to significant gate counts. For
example, for 256 points per sine wave and a 10 bit output,
over 2500 gates would be required. This implementation
also has the disadvantage that if output level control is
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required then the gate count increases by a factor of the
number of output levels required.

An implementation that improves on this approach and
provides less gates to implement and provides full level
control without any significant increase in gate count is
implemented in this invention. It is based on the well known
differential equation expression for a sine wave:

Y"+0°Y=0

The above equation may be rewritten as Y"=u"Y. Know-
ing that Y may be obtained by simply integrating Y" twice
and if the input to the first integrator is —»>Y. The block
diagram of this approach is shown in FIG. §.

Logic implementation of this is illustrated in FIG. 6. The
integrators are simply digital accumulators of the proper bit
dimensions and w” is accomplished simply by shifting the
output by binary increments. The implementation shown in
FIG. 6 is for a 50 sample per cycle, 10 bit resolution sine
wave output. The first integrator output (Y') is set to reset to
0 and the second integrator output (Y") is set to reset to the
Vppax Value of the sine wave. This meets the initial value
requirements of a cosine wave (sine wave shifted by 90°)
which are VI;,=Vpr,x and VI,=0.

a) DELTA SIGMA VOICE DRIVER FOR ADPCM

A delta/sigma modulated output from ASIC U4 pin 79
provides synthesized ADPCM decoded voice on a single
output pin. Keypad confidence tones are delta/sigma modu-
lated and are an output on the same pin. DC voltages and
generic sine waves can be generated at this output pin in
conjunction with custom firmware, as well.

Typical implementation of delta-sigma (a/k/a “sigma-
delta”) modulators involves the conversion from an analog
signal to a digital bitstream. The delta-sigma technology is
such that the characteristics of this bitstream produce noise
which is spectrally distributed (noise shaped) in a manner
which allows for simple filtering at sample rates much lower
than conventional techniques. This is accomplished by sup-
pressing noise in the signal band of interest and allowing
higher levels of noise in the out of band spectra.

This shaping is accomplished by integrating the error
between the digital (single bit) output and the analog input.
A first order modulator is shown in FIG. 7.

As illustrated with reference to FIG. 7, the digital output
is used as an analog value and subtracted from the actual
signal. This produces an error between the desired output
(analog) and the actual output (quantized analog or digital).
This error is integrated which causes the output to go to the
opposite state (i.e., from low to high or high to low). The net
result is that the average (filtered) value of digital bitstream
produced is equal to the analog input.

The circuit of the present invention, illustrated with
reference to FIG. 8 (8 bit DSM schematics), extends this
concept to the digital domain where the analog input is
replaced with a digital value (scaled to represent an analog
value) and the analog integrated and quantizer are replaced
with digital equivalents. In this implementation two integra-
tors are provided, which produce even greater noise shaping
and lower sample rates.

In the “extra bit” and “top bit” cells, illustrated with
reference to FIG. 8, the 8 bit DSM schematic, flip flop
circuits, and add/subtract logic (see supporting lower level
schematics for details, illustrated in FIGS. 9 and 10) are
combined to perform the summing node and integrator
functions of FIG. 8 in a digital fashion.

The quantizer is realized simply by outputting the most
significant bit of the second integrator output. Thus, if the
signal is greater than % the maximum digital integrator
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output the bitstream output is a 1 and if the signal is less than
% of the maximum digital integrated output the bitstream
output is a 0.

Thus, the present invention provides a digital to analog
conversion without the use of any analog components since
the filtered version of the bitstream output is analog in
nature.

Also in the telephone ASIC, different digital values
(tones) are multiplexed to this circuit thus reducing the
overall required pin count on the ASIC. DTMF enable
selects to square wave tones (HG and LG) which are
encoded into four 8 bit values representing the four logic
possibilities of the HG and LG inputs. Eight bits of the voice
synthesis circuit output are also available for selection, thus
providing a single bit output for voice synthesis rather than
the current 8 bits.

b) HIGH SPEED ONE-WIRE COMMUNICATIONS
CONTROLLER

A one wire, high speed, bidirectional port is provided on
the ASIC at pin 80. This port facilitates serial communica-
tion up to 115 Kbits/sec. It is used to provide one-wire
communications with option board assemblies, future option
board assemblies, the resident electronic serial number
device, the add-on Firmware Security Module interconnect,
as well as high-speed communication to future Smart Bezels
and other customer ASIC feature enhancement circuits. The
Smart Bezel interconnect port is also used to facilitate
high-speed local serial downloading of phone firmware
using a battery-powered handheld downloader. In addition,
the circuit is compatible with Dallas Semiconductor prod-
ucts implementing a slower speed one-wire communication
protocol. This feature allows many unique Dallas Semicon-
ductor products to be readily interfaced to this system.

The serial interface circuit 12 simplifies serial communi-
cations with both existing serial devices using the Dallas
one-wire protocol and new ASIC circuits. This circuit imple-
ments the master end of the protocol. The hardware provides
maskable interrupt generation and several read only/write
only registers to interface with the microcontroller firmware.
These registers consist of SER__TRAN_ BUF, SER
MODE, SER__REC_ BUF, and SER__CONTROL. The one
wire serial bus interface pin TxRx, see FIG. 2B, is an open
collector and requires an external 5kQ pullup resistor for
normal operation.

The serial port interrupt can be masked via the INT
MASK register (address $0023). Even if the interrupt has
been masked, the current state of the serial interrupt can be
read with the INT__POLL register (address $0024).

Since the protocol operates with only one wire, it is
inherently half duplex. All that is required to transmit a byte
with the serial circuit is to write the desired value into the
SER_TRANS__ BUF register (address ($0015). The end of
transmission can be determined by either polling the serial
port interrupt bit in the INT POLL register or enabling the
serial port interrupt in the INT_MASK register. Once
transmission is complete the transmitted value can be com-
pared with the value read from the SER_REC_BUF reg-
ister (address $0017) for a check of transmission quality.
Reading from the serial bus requires loading the SER__
TRANS_BUF register with $FF and then reading the
received value from the SER__REC BUF register after
transmission is complete.

As noted above, the serial port can operate with existing
serial devices that use the Dallas Semiconductor one-wire
protocol or new ASIC circuits through a higher speed
enhancement to the protocol. The speed of transmission is
controlled with the SER_CONTROL register (address
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$0019) bits 0 and 1. The default value of “00” provides the
highest speed operation for use only the other ASICs. All
other values provide slower speeds (see table below) with
the value ‘11° providing timings compatible with the Dallas
version of the protocol. Bit 3 of the SER_CONTROL
register allows the serial interface to operate in a transmit
only application. An interrupt is generated any time the
transmit buffer empties to signal the end of a transmission or
reception. With bit 3 of the SER_ CONTROL register set a
read of the SER_ REC BUF register is required to clear the
serial interrupt and begin the next transmission. This allows
consecutive writes to be executed on the serial bus without
the overhead associated with the normal read then write
cycle.

SER_CONTROL SER_CONTROL Bit rate with PH2 clock =

bit 1 bit O 894 kHz
0 0 112,324 bps
0 1 56,176 bps
1 0 28,088 bps
1 1 14,044 bps

The SER_MODE register (address $0016) provides a
way to modify the way the two bit states (0,1) are transmit-
ted during each bit times as defined in the protocol speci-
fication. Normally, the SER_ MODE register will contain all
zeros and each bit time will begin with a short low going
pulse followed by the bit state for the rest of the bit time and
then followed with a period where the line stays in a high
state. However, reset, as defined in the protocol, requires that
the bus be held low for an extended period of time. This
capability is provided by the SER_ MODE register. When
the hexadecimal value ‘FF’ is written to this register the
TxRx line follows the state of each bit for the entire bit time
with the ideal state equal to the last bit value output. The
SER_CHECK__BUF register (address $0018) provides a
limited means of checking serial port operation. The value
read from this register at the completion of a transmission
should be the same value that was stored in the SER__
MODE register before the transmission.

The protocol used is that of the Dallas Semiconductor
one-wire protocol. It is intended that the present invention
include embodiments that “co-exist” with Dallas parts uti-
lizing the same protocol. For this reason the instruction set
for the serial interface described will be a super set of the
Dallas protocol.

Protocol Description

The Dallas one-wire protocol is a robust (yet simple)
protocol which allows bidirectional communication between
a master and one or more slaves. The ASIC will operate as
a master and other devices will operate as slaves as needed.
The ability to communicate on a single wire to many
devices, both reading and writing, is accomplished by
observing predetermined timing and protocol constraints.
Timing Constraints

Timing constraints which are required to maintain com-
patibility with Dallas parts are shown in the timing diagrams
of FIGS. 11A-11D and Table 1, which follows. ASIC timing
for a 3.58 MHz system clock is also included in the table.

A Logic “1” is written to a device by first bringing the
output low for a minimum of 1 usec and a max of 15 usec
before bringing the line high.

A Logic “0” is written to a device by first bringing the
output low for a minimum of 60 usec and a max of 120 usec
before bringing it high for a minimum of 1 usec.

A Logic “0” is read from a device by first bringing the
output low for a minimum of 1 usec and a max of 15 usec.
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A Logic “1” is read from a device by first bringing the
output low for a minimum of 1 usec and a max of 15 usec.

TABLE 1

Serial Port
Read/Write Timing Constraints

Dallas MIN ASIC Dallas MAX
trowt 1 psec 9 usec 15 usec
tLowo 60 usec 63 usec 120 usec
tsye 1 usec 9 usec 120 usec
trRov 1 usec 5 usec 15 usec
tsLoT 60 usec 72 psec 120 usec

In addition to the timing constraints for reading and writing
a bit, there is an additional signaling waveform that is
required. This is the reset waveform. This data pattern is
used to synchronize all of the devices on the one-wire
communication line. The timing of this reset sequence is

shown in FIG. 12.
TABLE 2
Serial Port
Reset Timing Constraints
Dallas MIN ASIC Dallas MAX
trsTH 480 usec 504 psec*
trsTL 480 usec 504 psec*
tsve 1 usec 9 usec
tpou 15 usec Determined by 60 usec
slave
topr 60 usec Determined by 240 usec
slave

Must be in Level mode

Hardware Configuration

Aside from the timing constraints noted above there are
additional voltage signaling constraints. Due to the single
shared wire nature of the protocol, signaling on both the
master and slave must be performed using “open-drain”
outputs with passive pull-ups.

A single 5K ohm pull-up is provided on the common
input/output line of the “one-wire” protocol. Secondly each
of the slave devices contains a single 500K ohm pull down
resistive element. FIG. 13 illustrates one preferred system
configuration. Slave devices may be either Dallas “one-
wire” protocol devices or ASIC’s which incorporate this
interface.

Transaction Protocol

As with all communication schemes, the one-wire proto-
col has a prescribed sequence for all bus transactions. The
one-wire protocol has six phases in its transaction sequence:

Reset

Presence Detect

One-Wire Bus Command

Device Specific Command

Data Transaction

Error Checking

Each step is described in detail in the following para-
graphs. A flow diagram of the transaction sequence may be
found in FIG. 14.

Reset/Presence Detect

All transactions on the one-wire bus begin with a reset
sequence, ensuring all slave devices are in the listening
mode. The reset sequence is initiated by the master. The
sequence is started by holding the bus low for 480 usec. The
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bus master then allows the bus to return high for the 480 usec
presence detect signal.

Upon the rising edge, all slave devices come out of reset.
They then wait 15 usec minimum from the rising edge to
issue a presence detect, a low going pulse that lasts a
minimum of 60 usec. This response to a reset lets the bus
master know that a one-wire device is on the bus and is ready
to operate. The presence detect helps the bus master to
discriminate communication signals from noise as devices
are taken on and off the bus. Refer to the presence detect
timing on the previous page.

After all the slave devices have responded to the reset
pulse with a presence detect, the bus master drives the bus
to an Idle state for a minimum of 1 usec. This 1 usec signal
is like a frame sync pulse. After each bit is transmitted on the
bus this frame sync pulse sets up the bus for the next
transmission.

One-Wire Command Word

Once the bus master has detected the presence of a slave
device on the bus, it issues one of four one-wire bus
commands. These commands either select the appropriate
slave device or query the bus for ID numbers. All one-wire
commands are eight bits long. These commands are as
follows:

CCh Pass Thru Mode—This time-saving command
allows the bus master to access the slave device
directly, without first specifying it by its 48-bit ID
number. This command can only be supported with a
single slave device on the bus. If more than one device
is on the bus when this command is issued then all
devices on the bus will respond simultaneously and
cause bus contention.

33h Read ROM Data—This command allows the bus
master to read the family code, unique 48-bit ID
number and CRC that is stored in the slave device
ROM. Like the Pass Thru Mode command, this com-
mand can be used on if it is the only device on the bus.
If more than one device is present then there will be bus
contention.

55h Match ROM Data—This command allows the bus
master to single out a specific slave device among
many on the bus. The master selects a specific slave
device by issuing this command followed y its 4-bit ID
number for the transaction. All 64-bits of the ROM
must match for a valid transaction. This command can
be used with a single or with multiple devices on the
bus.

FOh ROM Search Data—When a system is being initially

brought u, the bus master might not know the number
of types of devices on the bus. By invoking the Search
ROM Data command the bus master can, by a process
of elimination, find out the ID numbers of all the
devices on the bus. Once this is known, the bus master
can then go back and read the device type that corre-
sponds to each ID number.
The ROM search process is the repetition of a simple,
three-step routine: read a bit, read the compliment of
the same bit, them write the desired value of that bit.
This process is performed on each bit of the device
ROM. After one complete pass, the bus master knows
the contents of the ROM in one device. The bus is reset
and the process is repeated again, selecting a different
set of values. The bus master controls the search by
what values are written as select bits.

AXh Single Drop Mode—This command is issued to put
all Dallas devices on the bus to sleep and signal one of
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16 single drop ASIC’s to set up for data transfer. The
Dallas devices will remain asleep until a reset signal is
sent to all devices as described above.

The latter four bits of this command select the specific
device to be addressed. This greatly simplifies the
communication with devices and still allows mutual
co-existence with Dallas parts on the same bus. The 16
specific addresses will be assigned during chip devel-
opment and will be “hard-coded” into the ASIC.

9Xh Multi Drop Mode—This command is identical to the
single drop command except that it allows for address-
ing of multiple devices of the same type to operate on
the one-wire bus. This is accomplished by pre-
assigning four two bit addresses for these ASIC’s
whose lower address bits will be determined by the
state of two input pins on the chip. Therefore, together
with the AXH command 32 devices may be addressed
on the one-wire bus.

Device Command

During this phase of the protocol, the bus master transmits
the device specific command. The length of the command
word varies with the device type. This allows for different
embedded protocols to be used to fit the specific require-
ments of the device type used. This same approach will be
used for ASIC as well.

After the command word is transmitted, data is transferred
to or from the slave device, according to the predetermined
requirements of the slave device. All reading and writing to
the slave device is controlled by the bus master. For infor-
mation on how the bus master controls the data flow, refer
to the following section titled “Data Transmission.”

Data Transmission

Data transfer on the one-wire bus is predetermined by the
state of the slave device, the type of the slave device, the
mode of operation and a specific command word sent to the
device. For Dallas parts Data is generally in 64 bit (8 byte)
transfers. Either all read or all write. The only exception to
this is when operating in the Search ROM Data mode when
two bits are read followed by the writing of one bit. As
explained this process is repeated over and over until the
ROM address and CRC information has been obtained.

For custom devices the process is similar except that each
time the chip is addressed four bytes are written and four
bytes are read from each device. Only a reset sequence will
alter the predetermined read/write sequencing of any device
on the one-wire bus.

The transfer of data on the one-wire bus is time depen-
dent. Each bit is individually transferred across the bus in a
specific amount of time, referred to as a time slot. A time slot
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is typically 60 usec long but can be as long as 120 usec and
is the same independent of bit value. Therefore the time to
send a 1 is the same as a 0. The time slot length is set by the
master.

For the bus master to write a bit on the one-wire bus, it
pulls the bus low for a minimum of 1 usec. The low going
edge informs the slave devices that a bit is being sent. After
1 usec, the master does one of two things:

1) holds the line low for an additional 58 usec to output

a 0 (write a 0) or,
2) lets the bus go high for an additional 59 usec (write a
1).
The state of the bus during the 60 usec time phase deter-
mines the value of the bit. All slave devices will sense any
rising edge during his 60 usec time phase as a 1. After the
60 usec has lapsed, the bus master must then drive the bus
high for 1 usec. (This is the frame sync mentioned earlier.)
This process is repeated until all eight bits are transmitted.
Refer to the timing diagrams of FIGS. 11A-11D.

The read cycle on the one-wire bus is very similar to the
write cycle. It is started with the bus master pulling the bus
low for 1 usec. This informs the slave device sending data
that it should have data on the bus no later than 1 usec from
the falling edge. After 1 usec, the bus master lets go of the
bus and lets the slave drive it. The slave must hole the data
for an additional 15 usec. During this slave holding time, the
bus master reads the state of the bus. (Refer to timing
diagrams of FIGS. 11A-11D.) Ideally, the bus master should
read the data within 15 usec of the falling edge. The entire
cycle time for each bit lasts a minimum or 60 usec (120 usec
max) from the falling edge. At the end of the cycle, the bus
master drives the bus high for 1 usec. Again this is the frame
sync for the next bit. This sequence is repeated until all of
the data is transferred or the bus is reset.

Circuit Description

Master—top level (serial port cell)

The circuits for the 1-bit master implemented in the ASIC
are illustrated with reference to FIGS. 15 and 16. The
circuits may be found attached to the end of this document.
Reference will be made to these diagrams to aid in the circuit
description of operation.

The top level schematic consists of a block called bit__gen
which takes on all the timing talks of generating the appro-
priate bit patterns for reading and writing 1’s and 0°s. The
rest of the circuitry on the top level is to interface the Dallas
master bus circuit (bit_gen) to the existing 45A ASIC. This
includes the mapping of its registers into the present phone
I/O address and interrupt scheme. Specifically the following
address maps have been implemented.

1/0 Address

Bit Mapping

Description

New Register Assignments:

015h (Write) [TxD, TxDg TxDs TxD, TxD; TxD, TxD; TxD,] Transmit Buffer Register

016h (Write) [Mode; M..g M..g M..g M..g M..s M..s M..(]
017h (Read) [RxD, RxDg RxD; RxD, RxD, RxD, RxD,

RxD]
018h (Read) [Check, C..; C..s C..p C.iy Cooy Coiy Coog]
01%h (Write) [n/a n/a n/a n/a test xmitgyny CLK; CLK,]

Mode Buffer Register
Receive Buffer Register

Check Buffer Register
Misc Control Register

Modifications to Existing Register Assignments:

023h (Write) [Voice Smart Modem DTMF DRDY Loop

[Synth Beze!

[NMI NMI NMI NMI IRQ IRQ*1
024h (Read) [Voice Smart Modem DTMF DRDY
[Synth Bezel
[Poll Poll Poll Poll Poll Poll

Register

Coin Kbd]  Interrupt Control Register
Cur.  Det. |
IRQ IRQ]
Loop Coin Kbd]  Interrupt Poll
Cur.  Det.
Poll  Poll]
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The data ready status of the master circuit has been added to
bit, of the interrupt poll register {024h} and to the DRDY
IRQ which may be masked out by setting bit; of the interrupt
control register {023h}. A low in this bit position signals a
Data Ready Condition.
Register Description

Transmit Buffer Register—This register is a write only
register for storing buffered data to the 1-bit master bus
circuit. Data may be written during a current transmission or
after. If it is written after a byte transmit has been completed
when in TxOnly mode ( or after previous transmitted data
has been read) the data will load immediately into the data
shift register and begin transmission of a new byte. If the
data is loaded into the transmit buffer while the previous data
is being transmitted then the new data will not be loaded into
the data shift register until the present data has all been
transmitted’. Bits in this register are set to a 1 for operations
that require a 1 to be transmitted or any read operation.

Mode Buffer Register—The mode buffer register allows
bits to be sent as one-wire bit wave-shaping or as a fixed
high or fixed low (LEVEL MODE) for the entire bit period.
This not only allows for a simple way to generate reset
sequences but also allows for async data to be sent which
can be read by a properly configured UART. The mode may
also be written during or after a byte transmission but differs
from the transmit register in that a transmission will not wait
on a write to the mode register. This allows for the register
to be changed only when a reset is required. Note: When
operating in the LEVEL MODE the data is returned to the
value of the first bit in the data register. This allows the
maximum width pulse to be generated with only 8 bits.

Receive Buffer Register—The receive buffer register is
used to read data received from slave devices. A full byte of
data ready to read is signaled by the DRDY signal. This
signal sets the Interrupt Poll register bit; and generates an
interrupt if the bit; mask is not set in the interrupt control
register. The previous receive data byte may be read during
data transfer operations of after. A new transmission will not
begin until this register is read'. This may be overridden by
setting the Xmit,,,,, bit, to a ‘0’ in the misc control register
described below.

NOTE: One half a clock cycle is required from the
DRDY__going low to the writing of the Xmit buffer. If code
execution is fast enough for this condition to occur then a
software delay must be provided.

Check Register—The check register is provided as an
extra feature to verify whether the data transmitted out is
what was sent to the transmit register. This register may be
used in leu of a CRC check but must be performed on a byte
basis rather that a transaction basis. The check register is
valid as soon as data ready becomes active. Data ready is not
cleared by check and there is no semaphore control on this
register; therefore it is recommended that the read of the
check register be performed either just before or just after
reading the receive register.

Miscellaneous Control Register—this register has been
created to provide a common point for various single bit
control and configuration signals. Three of these bits have
been allocated for the serial port bus master circuit. Bit, and
bit, have been allocated to allow programming of the
one-wire but clock speed. With these bits both set to O the
timing will meet all of the requirements of the Dallas
protocol as defined in this document. For higher speed of
operation in circuits, higher clocks may be obtained by
setting the two clock bits according to Table 3 below. Since
the bus control circuit is set up to prevent new data from
corrupting the read register if it has not been written to, a

10

15

20

25

30

35

40

45

50

55

60

65

16

control bit, bit,, of this register has been provided. Bit2 of
this register is used to prevent the data ready flag DRDY
from inhibiting a new transmission when only transmit data
is required.

TABLE 3

Bit mapping of the Misc Control Register
Clock Control Bits

Misc Control Register Misc Control Register

B, B, Bit Rate*

1 1 14,044 bits per second
1 0 28,088 bits per second
0 1 56,176 bits per second
0 0 112,324 bits per second

*Based on 3.58 Mhz Processor Clock (C6502 core)

Master—(bit__gen cell)

The bit__gen cell is comprised of five general functions,
bit shaping state machine, bit__counting state machine, load
and synchronization logic, register logic and miscellaneous
control and timing logic.

Example Implementation of the One-Wire Circuit

Aunique serial programming method has been developed
for the purpose of loading new operating features to the
payphone at a rate of approximately 7500 bytes per second.
Using a 1200 baud modem, it takes approximately 45
minutes to reprogram the FLASH ROM (read only memory)
with new operating code and one language worth of voice.
A proprietary one-wire, high-speed, bi-directional port
(TxRx) communicating at a rate of up to 115K bits/sec was
embedded into the system ASIC for the purpose of providing
firmware with the necessary interface to reprogram any part
of the FLASH ROM at a rate of about 100 times faster than
would have been possible with a 1200 baud modem.
Programmer

Programming the data into the FLASH ROM requires a
proprietary interface box, as an example, that is capable of
interfacing directly with the ASIC’s TxRx via the same
connector, JE, on the mother board that is used for the upper
housing. The interface box initiates communication when
it’s switch is turned on, but the phone’s microprocessor will
work as the master. The interface box works as a slave
device where all that it does is to supply one bit of data and
increment its binary address pointer for every received clock
pulse. The data stored in the interface box is comprised of
two major components known as the header and the sector
data.

The header provides data addressing and integrity check
information.

The sector data is the actual data that will be programmed
in the FLASH ROM. Each sector is 16,384 bytes in length.
Mother Board

The mother board begins operating from the boot block
sector of the FLASH ROM each time the phone is powered
up. A function called by the boot is to detect whether a
programmer is present by toggling a port line and looking
for an appropriate response. If it is there, then the one wire
programming mode will be entered and the appropriate
actions will take place where one or more sectors of the
FLASH ROM will be programmed using the ASIC’s TxRx
interface.

¢) OPERATING SYSTEM SECURITY KEY

A Firmware Control Key (the “key”) provides a means of
controlling product firmware releases on a per phone basis
for the purpose of promoting software security, implement-
ing unique pay station operation, and to facilitate future



US 6,301,344 B1

17

firmware or software installation or operation on a per phone
basis. To provide for the security required, as well as
allowing flexibility in implementation, three parameters will
be required. The three parameters include Configuration
Code, Product Code, and Revision Level.

The configuration code will be used for two purposes. The
first is to match a specific group of firmware to the mother
board’s DS2502, as illustrated with reference to FIG. 17 or
any custom device, as illustrated with reference to FIG. 2B,
and the second is to match the same DS2502, or any custom
device, to an insertable key at location JS, that will provide
the ability for the phone to be either upgraded to a different
product configuration or for revision updates. If the con-
figuration code of the mother board is different, then the
security key will be ignored and the phone will be limited to
operate as defined by the mother board’s DS2502.

The product code is used for the purpose of defining what
firmware can be used in the phone. This parameter will be
used when a vendor gives the right for a particular product
to be changed to operate as a different product. The product
code in either the mother board’s DS2502 or the inserted key
MUST match the operating system’s product code for the
phone to continue running from the operating system. If
there is no match, then the phone will operate from the boot
code. This number will most likely change whenever fea-
tures are added, removed, or changed.

The revision level facilitates control of any enhancements
made to a specific product. Means for backwards maintain-
ability are also provided. The revision number in either the
mother board’s DS2502 or the key’s DS2502 must be equal
or greater than the O.S.’s revision level, otherwise the phone
will only be able to operate from the boot code.

Flow charts of FIGS. 17, 18, and 19 illustrate, by way of
example, a firmware response to various combinations of
configuration codes, product codes, and revision levels.
Soft Key Technique

The following is an alternate method of securing,
controlling, or restricting the pay station firmware on a per
phone basis.

Hardware Basics

A 6-bit register is implemented in a custom integrated
circuit. These 6 bits represent 2 to the 6th power unique
configurations, or “seeds”, i.e. O to 63. The device manu-
facturer (IC supplier) programs this register with one of
these seeds. The devices are programmed sequentially such
that the process yields equal quantities of each of the
different seeds.

In addition, a unique dated-code serial number is pro-
grammed into a utility FLASH memory device.

A firmware algorithm creates a soft key based on the
ASIC seed and the serial number. This means each phone
has a unique (actually dependent on the number of serial
number bits used) key which can be used to encrypt any data
stored in the phone. The serial number is in a FLLASH
memory device which means it can be copied or modified,
however the seed is in a non-reprogrammable device.

Actual encryption of features to be resident in the phone
takes place at a remote service center. If data generated at the
phone location were desired to be secured, a second algo-
rithm would encrypt the data using the phones soft key.

Each time a phone is powered up, the firmware checks to
see that the soft “KEY” is correct to assure that the unit serial
number has not been tampered with.

Applications

Typical applications of the soft key include controlling
firmware versions and releases, or to control telephone
options. This is achieved by encrypting the firmware control

10

15

20

25

30

35

40

45

50

55

60

65

18

mechanism for the applications with the resident soft key.
For example, to control telephone options, the phone’s
option code register (the control mechanism) is encrypted
using the soft key. Reading the option code register is
meaningless unless you know a) the phone’s serial number,
b) the phone’s seed value, ¢) how the algorithm works that
generates the soft key from the serial number and the seed,
and d) how the algorithm works that encrypts the option
code using the soft key. The probability of two phones
yielding the identical soft key is a very large number (easily
greater than one in many thousand) depending on the exact
number of serial number bits used to create the soft key
itself.

An automated procedure is used to add new options (or
upgrades) to installed phones. A modem connection is
established between the phone and a service center either by
the phone calling in, or the service center calling the phone.
The service center issues a command to read the soft key, the
encrypted option code register, and the unit serial number.
The service center decrypts the option code register
contents, modifies it as requested and approved, re-encrypts
the modified option code, and then downloads the updated
option code to the phone. This process is fully automated,
including receipt of payment for the transaction.

d) HOOKSWITCH

A unique, low input impedance hookswitch detection
circuit is integrated into ASIC U4. This circuit works in
conjunction with the external C20, R34, R36 components
which connect with the JF upper housing interconnect at
pins 8 and 20, as illustrated with reference to FIG. 2C. This
circuit provides a low impedance input that minimizes the
affect of intruding water across the mechanical hookswitch
contacts which can otherwise cause false hookswitch action.

As illustrated with reference again to FIG. 1, hookswitch
interface 7, and to FIG. 2C.

A pin is provided on the ASIC which is used for moni-
toring the condition of a mechanical hookswitch. When this
input is low it is assumed that the phone is on-hook. When
it is high it is assumed that the phone is off-hook. Leakage
across the terminals of the switch in the past has caused false
indications of an off-hook condition. The circuit of the
present invention is designed to work to leakage levels as
low as 10K where as the older circuit started having prob-
lems at 100K ohms of leakage impedance.

Another constraint, since the circuit operated while the
phone is still on hook, is that the operating current of the
detection circuit while on-hook be less that 1 uA.

Circuit Description

The circuit of the present invention consists of a single flip
flop and open-drain output buffer, incorporated into the
ASIC, and an external RC network. This circuit is shown in
FIG. 23. This circuit is connected to the external hookswitch
as shown, also in FIG. 23.

Circuit Operation

An internal signal is created which provides a low going
pulse of width 45 usec and a period of 125 msec. While the
pulse is low, the open drain buffer charges capacitor C1
through R1 and R2 resulting in O Volts being applied to
HKSW and the D input of the signal latch flip-flop. When
the controlling signal is high the open drain buffer is turned
off and (in the absence of switch leakage) the hookswitch
input remains low.

For a leakage of 10K it is required that an on-hook
condition still be signaled. Under this condition it would
take about 100 usec for the input to reach the 2.5 volt
threshold. The signal is strobed in 45 usec thus still assuring
that a on-hook condition is still signaled.
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When the phone is taken off-hook the switch closes and
C1 is discharged through R1 and forces the HKSW input
high—signaling the desired off-hook condition.

The max current under worst case leakage is about 500 A
with a duty signal of 0.036% this results in a average current
of less than 0.2 uA, an order of magnitude less that the 2 uA
required by today’s circuit. With the phone off hook peak
current is about 5 mA resulting an average current of about
2 uA equal to the 2 uA required by today’s circuit.

¢) Programmable Coin Detection

Two coin sense leads are input to the ASIC. The two
inputs 95 and 96 are designed to represent the nickel and
dime with the quarter activating both inputs via external
circuitry, as illustrated with reference to FIG. 2F. Of course,
actual interpretation of the bits is the firmware’s responsi-
bility. Both inputs are schmitt-trigger buffered normally
pulled high. Any coin input is latched. The coin latches are
readable via zero page memory-mapped I/O (COIN_RING
register, address $002C). The outputs of the latches are
ORed generating a single coin interrupt (IRQ) to the pro-
cessor via the interrupt control circuit. Reading the outputs
of the coin latches clears the latched coin o input and the
coin interrupt. Reference is made to FIGS. 1, 2B, and 26.

The buffered coin inputs to the ASIC are ORed providing
a monitor input to the processor via the interrupt control
circuit. The ORed interrupt signal and the ORed monitor
signal are also ORed to generate the actual input to the
interrupt poll register. This allows for coin debounce in
software. Programmable hardware debounce is also avail-
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microprocessor, or CDM 65SC151 microprocessor. This is
accomplished by extending the address bus width to 20 bits
and providing 4 chip selects for physical memory devices.
Therefore the maximum addressable memory in a fully
configured system would be 4 Mbytes (four 1 Mbyte
devices).

The four chip selects are categorized as either primary or
auxiliary and either ROM or RAM. Chip select RAMCE* is
for primary RAM, ROMCE* is for primary ROM,
XRAMCE#* is for auxiliary RAM, and XROMCE* is for
auxiliary ROM. A minimal system would be composed of
two external memory devices controlled by RAMCE* and
ROMCE®*. Note that the device controlled with ROMCE*
need not be a read only memory but could be a EEPROM,
FLASH EPROM, or some other rewriteable device. The
distinction is that the device connected to ROMCE* is
where the utility program would reside.

Each device’s physical address space is divided into 16
kbyte blocks by the extended address bus lines A14PY,
A15PY, A16PY, A17PY, A18PY, and A19PY (see Table N1).
Any 16 kbyte block from any of the four memory devices
can be mapped into one of the four blocks of microprocessor
address space (see Table N2) by controlling the extended
address bus. For example, it is possible to map the top 16
kbyte block of the ROMCE* device (physical address
$FCO00-$FFFFF) into the second 16 kbyte block of the
microprocessor address range (logical address

able via the DEVLOCK register (address $0106, bits 0-3). 30 $4000-$7FFF). This example assumes that a 1 Mbyte (8
Setting the coin pulse control bit (bit 3) enables the Mbit) device is connected to ROMCE*.
TABLE N1
16 kbyte
block #  Device Address A19PY AI18PY A17PY AIl6PY A15PY Al4PY
63 $FCO00-$FFFFF 1 1 1 1 1 1
62 $F8000-SFBFFF 1 1 1 i 1 0
61 $F4000-$F7FFF 1 1 1 1 0 1
31 $ 0 1 1 1 1 1
2 $08000-$OBFFF 0 0 0 0 1 0
1 $04000-$07FFF 0 0 0 0 0 1
0 $00000-$03FFF 0 0 0 0 0 0
debounce hardware. The desired value of debounce time is ~°
programmed into the coin pulse bits (bits 0-2). The TABLE N2

debounce time is then given by TIME=8*2"(VALUE) *1/
(PH2 freq.), or approximately 18 usec to 125 msec.

The coin circuit can be disabled by holding the coin
enable bit of the HDW__CNTRLI register (address $0025)
reset. Likewise, to activate the coin detection circuit, the
coin enable bit of the HDW__CNTRL1 register must be set.

) Secured Memory Page Swapping

A unique memory-mapping circuit is designed into ASIC
U4 which provides a page swapping technique for the
purpose of expanding the microprocessor’s 64 kbyte direct
address range. This memory-mapping technique allows
access to large blocks of memory and includes multiple
password registers for the purpose of providing robustness
to potential memory corruption as a result of lost code
execution.

One important function the MPP ASIC provides is to
extend the 64k address space of the ICDO0000040

55

60

65

Logical block # Microprocessor address range

$0200-$3FFF
$4000-$7FFF
$8000-$BFFF
$CO000-$FFFF

WD = O

Mapping Registers

The physical device selection and extended address bus
selection are controlled by a series of mapping registers
located at $0108—$010B. The registers are named MAP*XX’
where ‘XX’ identifies the microprocessor address range
controlled. Specifically, MAP03 controls the range
$0200-$3FFF, MAP47 controls $4000-$7FFF, MAPSB
controls $8000-$BFFF, and MAPCF controls
$CO000-$FFFF. These eight bit registers allow for one of four
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devices (maximum) and one of 64 16kbyte pages
(maximum) to be mapped into each range.

A particular device is selected by setting/resetting bits 6
and 7 in the appropriate MAP‘XX’ register. The correspon-
dence between bits 6/7 and the device selection pins are as
follows:

Bit 7 Bit 6 Device Selected
0 0 ROMEN_
0 1 RAMEN__
1 0 XROMEN__
1 1 XRAMEN__

Notice that bit 6 selects between ROM or RAM type devices
while bit 7 selects primary or auxilliary devices. A mini-
mally configured system is expected to be one with two
memory devices selected via the ROMEN and RAMEN
control lines.

Page selection is controlled by the remaining 6 bits in the
MAP‘ XX’ registers. Each of these bits controls a particular
extended address bus line of the form A‘XX’PY according
to:

Bit 0=>A14PY, Bit 1=>A15PY, Bit 2=>A16PY,

Bit 3=>A17PY, Bit 4=>A18PY, Bit 5=>A19PY
Protection Registers

The MPP ASIC provides extensive memory write protec-
tion in several layers. Both the logical and physical address
ranges as well as the mapping registers have protection
registers assigned. In addition, the protection registers have
password registers assigned to help prevent crashed pro-
grams from modifying important data.

The logical address space is write protected in 4kB blocks
via the ADD_WP_HI (address $0101) and the ADD__
WP__LO (address $0100) registers. A ‘1’ in any bit location
will write protect that specific block of microprocessor
address space. Multiple blocks are protected by writing ‘1’
in multiple bit locations in these protection registers. Table
N3 demonstrates how individual 4 kB blocks are protected.

TABLE N3

Logical address space write protection

Logical Address 7 6 5 4 3 2 1 0

ADD_WP_LO ($0100)

0200-0FFF
1000-1FFF
2000-2FFF
3000-3FFF
4000-4FFF
5000-5FFF
6000-6FFF
7000-7FFF

X

R R ]
el ]
el R ]
e R e ]
PR X
PR A

U M M 4
PR = A

ADD_

WP__HI ($0101)

8000-8FFF

9000-9FFF
AO000-AFFF
B000-BFFF
C000-CFFF
DO000-DFFF
EO00-EFFF
FO00-FFFF

=
eI ]
e e R i
P M M
P = M
P e
e e R A
e e R

The contents of these two registers is protected by the
WP__PASS (address $0020) register. Before the ADD__
WP__ ‘XX’ registers can be modified, the utility program
must first load the value $55 into the WP__PASS register.
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The idea here is that a well behaved program will write the
password register then modify the write protection registers
and then reset the password register. This process will guard
against spurious writes to the protection registers.

A second form of write protection in the logical address
space is provided by the ROM__MAP (address $0104) and
the RAM__ MAP (address $0103) registers. With this type of
protection the logical address space is divided into 16kB
blocks and qualified as being either ROM or RAM. Note that
the distinction between ROM and RAM is made by the chip
select signals output from the ASIC (ROMEN_ &
XROMEN_ =ROM, RAMEN__ & XRAMEN_ =RAM).
Example Mapping Sequence

Because of the complex protection mechanisms built into
the MPP ASIC memory circuitry, it is necessary to follow a
certain sequence of steps to remap physical memory into
logical pages. An example sequence is given below to
change logical block #1 to map to the RAMEN_ device
block #5 and then allow writing to that physical block and
microprocessor range $4000—$4FFF (4 kB section of logical
block #1).

1) First write the correct password into the DVMPASS
register. Store the value $55 into memory location
$0102.

2) Next, set up physical block #5 of the RAM device for
writing with the RAM__ MAP register. Reset bit § and
set bit 1 of location $0103. This sequence disables write
protection and allows modifications to the extended
address bus bits in the MAP47 register.

3) Lock the RAM_MAP register by resetting the pass-
word in the DVMPASS register.

4) Write the correct password into the DVPASS register.
Store the value $55 to memory location $0105. This
will allow the DEVLOCK register to be modified.

5) Unlock the MAP47 register by writing the proper value
to DEVLOCK. Set bit 4 in memory location $0106.
This will allow the MAP47 register to be updated.

6) Select the physical device and 16kB physical bank to
map into logical block #1 using the MAP47 register.
Store the value $15 into memory location $0109.

7) Lock the MAP47 register by resetting all bits in the
DEVLOCK register.

8) Lock the DEVLOCK register by resetting the password
in the DVPASS register.

9) Write the correct password into the WP__PASS register.
Store the value $AA to memory location $0020.

10) Set up the 4 kB section of logical block #1 for writing
with the ADD_ WP__1.O and ADD_ WP__HI registers.
Reset bit 5 in address $0100.

11) Lock the ADD_WP_LO and ADD_ WP__HI regis-
ters by resetting the password in the WP__PASS reg-
ister.

At this point, physical block #5 of the RAMEN_ device is
mapped into the microprocessor to address range
$4000-$7FFF and writing is allowed in microprocessor
address $4000—$4FFF.

g) Low Battery Detection

Alow battery detect circuit is provided for the purpose of

testing the state of the primary phone battery in a line-
powered phone application. The primary battery is used for
coin relay control and to bridge short periods of loop current
loss. The primary battery can also be used to provide
additional power for other modes of operation that require
more current than the operating loop can provide. By
measuring the state of the battery, the resident phone firm-
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ware can better manage the battery resource providing more
reliable phone operation and enabling additional features
requiring battery power, essentially making the phone bat-
tery transparent to the application. The circuit in FIG. 2G
works by providing a known load on the primary battery. If
the firmware senses that the battery can sustain the test load
certain operation is allowed. If the firmware senses that the
battery cannot sustain the test load, a battery conditioning
routine will be enabled. The firmware can also determine if
the battery has been disconnected or if the battery is non-
repairable, and can communicate this diagnosed problem to
the host system.

Approximately a 50 mA load is applied under micropro-
cessor control (PC3 low) and battery voltage is measured.
The battery pack is expected to provide greater than 4.65V
when delivering the 50 mA to the load. If the battery
capacity is sufficient, the output of the comparator (PC2)
will be a logic high level. This circuit is composed of
transistors Q15, Q16, % of comparator U12, U1S5, capacitor
C54, zener CR22, and resistors R§7-R90, R92, R95, R99.

Circuit operation is as follows: The microprocessor turns
on transistor Q16 by bringing port PC3 low. Turning on Q16
results in transistor Q15 turning on. The purpose of Q16 is
to level shift the microprocessor output signal, as the micro-
processor is not referenced to the minus side of the battery
to be measured. Turning Q15 on places a load of approxi-
mately 50 mA across the NiCad battery. Note that the actual
load placed on the battery will vary slightly due to loop
length because of the amount of current that can flow
through the battery charging circuitry in regulator hybrid
RP4. U15 is a 4.5V voltage detector. The output of U15 will
be high (at the +5V rail) if the battery voltage is greater than
approximately 4.65V, and low (at +5V—battery voltage).
Comparator U12 performs a level shift back to a micropro-
cessor referenced ground potential allowing the micropro-
cessor to read the comparator output. If the comparator
output is high, the battery was greater than 4.65V with the
50 mAload applied. And, if the comparator output is low, the
battery voltage was less than 4.65V with the 50 mA load
applied. The 4.5V voltage detector represents approximately
4.65 volts considering the voltage drop across Q15 when the
50 mA current is passing through it. Also, the comparator
input reference is intentionally high at 470k/590k (or 0.7966
Vee), since the voltage detector between the battery voltage
and the regulated 5V (or Vcce) supply voltage. If the battery
voltage is very low, the difference would be small, therefore
the comparator reference needs to be on the high side to
detect this small difference as a low battery condition. For
example, if the battery were 2.5V, the detector output would
be Vee-2.5V. The comparator reference must be greater than
this value to detect it as a low condition.

It is expected that this circuit not be utilized on every call
and only during times when loop current is present. Due to
the potential problem of corrupting the operating system
during downloads of operating system software or other
times when more power is consumed than is available from
the local loop or the system battery, it is imperative that this
circuit, or some other method, be used to monitor battery
quality before this type of operation occurs.

Alternate Method

The firmware will monitor the amount of time required to
successfully charge the escrow firing capacitor, as illustrated
in FIG. 27, and based upon this time, should be able to
estimate the general status of the battery. The following
information is provided as a guide to understanding the
intended operation of the escrow firing routines and their
respective timings.
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The pay phone will attempt to charge the escrow firing
capacitor within 1.6 seconds, keeping in mind that any
charge that takes longer than 800 ms seconds may be an
indication of a relatively low battery, as illustrated with
reference to FIG. 25. If the time required to charge the
capacitor is longer than 800 ms seconds (but less than 1.6
seconds), the phone will set the low battery status indicator
but will still attempt to fire the relay. If the required charge
time is greater than 1.6 seconds, the phone will set the low
battery status indicator, but will NOT attempt to fire the
relay.

The pay phone will no longer enter the battery charge
routine as a result of the user taking the phone off the hook.
Instead, the firmware will now enter the battery charge
routine during the on hook clean-up process of the same call
in which the capacitor charge time exceeded expectations, as
illustrated with reference to FIG. 27. This change, as well as
some of the subsequent changes, will allow emergency 911
calls to be made without interruptions due to the phone
entering the battery charge routine on the next off-hook
condition.

The user now has complete priority over the battery
charge routine. Anytime, during the battery charge routine,
the phone detects that the handset has been removed from
the cradle, the phone will abort the battery charge routine in
process, will provide dial tone to the user and will consider
this battery charge attempt completed. The only time that the
battery charge routine will not be interrupted, is when it is
manually entered by way of the *#68 command.

The phone will also know when the battery charge routine
has been entered two times in a row, and will then set the
“Low Battery” (LB) reporting flag to indicate to the man-
agement system that this situation has occurred. After suc-
cessfully communicating with the management system, the
phone will reset the “LB” reporting flag and low battery
status counter.

Useful Memory Location Information

Memory Location Bit Assignments Description

OFF7 Bit-1

Bit-0

At least one charge attempt made
Low battery status indicator flag

If the phone detects that the user dials *#67, the phone
will attempt to charge the escrow firing capacitor (per the
specifications defined earlier) in order to determine the
status of the battery. After completing the charge attempt, the
phone will signal to the user the status of the battery as
follows:

Signal Status Recommendation

One beep Passed Nothing

Two beeps* Borderline passed ~ Charge the battery (*#68)
Three beeps*  Failed Charge or replace the battery

*Note: the phone will automatically enter charge routine after *#67

If the phone detects that the user dials *#68, the phone
will immediately enter the battery charge mode and remain
there until approximately three minutes of charge time has
elapsed. Note: for this specific command, this battery charg-
ing session will not be interrupted by the “user priority”
feature. Also, the modified battery charge routine will only
announce “please wait one moment” when entry into the
charge routine was due to a manual request via the *#68
command.



US 6,301,344 B1

25

The phone will also enter the battery charge routine as a
result of an escrow firing failure while int he special diag-
nostic mode. If the user enters the diagnostic mode (by
pressing 902 while in the program mode), and any escrow
related function fails due to a possible low battery, the phone
will set the low battery status indicator. When the user goes
back on hook, the phone will enter the battery charge routine
as part of its normal on hook clean-up process. User priority
will be in place for the remainder of the charging session.

As illustrated with reference again to FIG. 26, and by way
of example, the phone will always power up every midnight
to enter a daily battery charge routine. The phone will add
the last two digits of its ANI to the 12:00 AM wake-up time
when programming the ASIC to power-up. The battery
charging time will be approximately 6 minutes, and cus-
tomer priority will be in force.

h) Pin Fraud Prevention

Pin fraud is perpetrated by shorting handset interface
signals to earth ground during central office coin checks or
coin collections. This provides a low impedance path
between TIP and earth ground which is precisely the sig-
naling indication the CO is looking for. The prevention
circuitry works by limiting the amount of current that can
flow through the handset interface leads. This current limit
is set up so that the carbon transmitter has sufficient bias
current to operate but the CO should not detect a coin ground
presence.

With reference again to FIG. 1, handset interface 13, and
the circuit diagram of FIG. 2F, two 3 mA current limiters are
used to limit the current from both rails. The plus side
current limiter is formed by transistors Q7, Q8, diode CR2,
and resistors R27, R28, R32, and R35. All current to the
handset flows through R27, Q7, and CR2. Below ~3 mA the
voltage across R27 keeps Q8 biased on therefore biasing Q7
on as well. Around 3 mA Q8 will begin to stop conducting
and will thus throttle back Q7. The negative side is com-
posed of transistors QS5, Q6, diode CR1, and resistors R20,
R23, R24, and R26. Operation is similar to the plus side so
it will not be repeated here. Due to the potentials used by the
CO in coin signaling, several components require higher
voltage characteristics. Capacitor C35 is increased in this
design to a 100V non-polar. Transistors Q5 and Q7 are
chosen for their high voltage Vce capabilities. Diodes CR1
and CR2 are required to block the reverse voltage (-Vce)
during CO coin operations.

Components R18, R22, R25, and C15 are used to detect
the presence of the handset in a similar manner to other
products. The main difference is that because of the two
current limiters, it cannot be predetermined what the voltage
will be at PC4 with the transmitter enabled (PG7 low).
Therefore it is required that the handset missing function be
called before enabling the transmitter. Also, PC4 should be
written with a “0” to minimize current drain when the
transmitter is enabled.

While specific embodiments of the invention have been
described in detail herein above, it is to be understood that
various modifications may be made from the specific details
described herein without departing from the spirit and scope
of the invention as set forth in the appended claims.

Having now described the invention, the construction, the
operation and use of preferred embodiments thereof, and the
advantageous new and useful results obtained thereby, the
new and useful constructions methods of use and reasonable
mechanical equivalents thereof obvious to those skilled in
the art, are set forth in the appended claims.
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That which is claimed is:
1. An intelligent public telephone comprising:

an operating system including an application specific
integrated circuit operable with a microprocessor;

a delta-sigma modulator circuit integrated into the appli-
cation specific integrated circuit for simplifying audio
functionality thereby improving product reliability;

a high-speed, bi-directional, one-wire master controller
integrated into the application specific integrated cir-
cuit for facilitating serial communication with a tele-
phone operating device selected from the group con-
sisting of a resident electronic serial number device,
custom integrated circuits operable therewith, product
option cards, and a multi-functional product intercon-
nect port;

a low power, low impedance hookswitch control circuit
integrated into the application specific integrated cir-
cuit for improving the affects of intruding water that
can cause a false hookswitch indication;

a programmable coin debounce and detection circuit
integrated into the application specific integrated cir-
cuit;

secured memory page-swapping means for a 64 kbyte
direct address system integrated into the application
specific integrated circuit;

battery diagnostic means operable with a battery of the
operating system, the battery diagnostic means com-
municating with the microprocessor for providing a
signal thereto indicative of battery capacity while main-
taining the battery transparent to operation of the
telephone;

pin fraud prevention circuitry communicating with the
microprocessor and handset for permitting operation of
the public telephone upon an enabling signal therefrom
to improve product robustness for minimizing potential
fraud; and

firmware security means for providing firmware security
and configuration control of the operating system, and
for facilitating flexibility in managing the configuration
control.

2. The telephone as recited in claim 1, wherein the
firmware security means comprises storing means for stor-
ing a configuration code, a product code, and a revision level
indicator in the operating system, wherein recognition of the
configuration and product codes permits use of firmware
with the operating system when a revision level number of
the firmware favorably compares with the revision level of
the operating system, and the configuration and product
codes carried by the firmware favorably compare with the
configuration and product codes of the operating system.

3. The telephone as recited in claim 1, further comprising:

a programmable data storage device for modifying the
operating system, the storage device having a configu-
ration code carried therein, wherein the data storage
device communicates with the operating system of the
pay telephone via an input port for upgrading and
revising a telephone control operation only when the
configuration code recognizable by the firmware secu-
rity means for permitting revisions to the operating
system configuration provides a favorable comparison
between the configuration code of the storage device
and a configuration code of the operating system.

4. The telephone as recited in claim 1, wherein the

operating system comprises a motherboard and an electronic
product code stored within the motherboard.
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5. The telephone as recited in claim 1, wherein the battery
diagnostic means comprises:

voltage detection circuit for measuring a voltage level of
the battery when operating with a known load
thereacross, the voltage detection circuit providing a
level detection signal to the microprocessor; and

battery charging circuit operable with the battery for
charging thereof, the charging of the battery initiated by
the microprocessor communicating with the battery
charging circuit in response to the level detection
signal.

6. The telephone as recited in claim 5, wherein the
microprocessor provides a battery charging time period
based on the level detection signal, and wherein the oper-
ating system provides an output signal indicative of a low
battery status.

7. The telephone as recited in claim 5, wherein the
microprocessor provides a battery voltage level based on the
level detection signal, and wherein the operating system
provides an output signal indicative of a low battery status.

8. The telephone as recited in claim 1, wherein the pin
fraud prevention circuitry comprises current limiting means
for limiting an amount of current flowing through the
handset and for providing sufficient operating current while
preventing detection by a central office communicating with
the public telephone.

9. The telephone as recited in claim 8, wherein the current
limiting means comprise:

first current limiting means operable with a positive
voltage signal from the handset;

second current limiting means operable with a negative
voltage signal from the handset; and

signaling means responsive to the positive and negative
voltage signals for providing an handset condition
signal to the microprocessor indicative of a handset
operable condition.

10. The telephone as recited in claim 1, wherein the

one-wire master controller comprises:

a serial interface circuit;

a single wire serial bus operable between the serial
interface circuit and the application specific integrated
circuit;

processing control software operable with the micropro-
cessor for providing signal timing and protocol for
controlling operation of the application specific inte-
grated circuit with the telephone operating device.

11. The telephone according to claim 1, wherein the

hookswitch control circuit comprises:

alow impedance input circuit connected to contacts of the
hookswitch and the application specific integrated cir-
cuit; and

a single flip flop and output buffer circuit integrated into
the application specific integrated circuit, the flip flop
and output buffer circuit operable with the low imped-
ance input circuit for detecting an off-hook condition
and an on-hook condition.

12. An intelligent public telephone comprising:

an operating system including an application specific
integrated circuit operable with a microprocessor;

a master controller integrated into the application specific
integrated circuit and communicating with a telephone
operating device through a single wire connection for
facilitating serial communication with a telephone
operating device selected from the group consisting of
an electronic serial number device and custom inte-
grated circuits operable therewith;
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a low power, low impedance hookswitch control circuit
integrated into the application specific integrated cir-
cuit for improving the affects of intruding water that
can cause a false hookswitch indication;

battery diagnostic means operable with a battery of the
operating system, the battery diagnostic means com-
municating with the microprocessor for providing a
signal thereto indicative of battery capacity;

pin fraud prevention circuitry communicating with the
microprocessor and handset for permitting operation of
the public telephone upon an enabling signal therefrom
to improve product robustness for minimizing potential
fraud; and

firmware security means for providing firmware security
and configuration control of the operating system, and
for facilitating flexibility in managing the configuration
control.

13. The telephone as recited in claim 12, wherein the
firmware security means comprises storing means for stor-
ing a configuration code, a product code, and a revision level
indicator in the operating system, wherein recognition of the
configuration and product codes permits use of firmware
with the operating system when a revision level number of
the firmware favorably compares with the revision level of
the operating system, and the configuration and product
codes carried by the firmware favorably compare with the
configuration and product codes of the operating system.

14. The telephone as recited in claim 12, further com-
prising:

a programmable data storage device for modifying the
operating system, the storage device having a configu-
ration code carried therein, wherein the data storage
device communicates with the operating system of the
pay telephone via an input port for upgrading and
revising a telephone control operation only when the
configuration code recognizable by the firmware secu-
rity means for permitting revisions to the operating
system configuration provides a favorable comparison
between the configuration code of the storage device
and a configuration code of the operating system.

15. The telephone as recited in claim 12, wherein the
operating system comprises a motherboard and an electronic
product code stored within the motherboard.

16. The telephone as recited in claim 12, wherein the
battery diagnostic means comprises:

voltage detection circuit for measuring a voltage level of
the battery when operating with a known load
thereacross, the voltage detection circuit providing a
level detection signal to the microprocessor; and

battery charging circuit operable with the battery for
charging thereof, the charging of the battery initiated by
the microprocessor communicating with the battery
charging circuit in response to the level detection
signal.

17. The telephone as recited in claim 16, wherein the
microprocessor provides a battery charging time period
based on the level detection signal, and wherein the oper-
ating system provides an output signal indicative of a low
battery status.

18. The telephone as recited in claim 16, wherein the
microprocessor provides a battery voltage level based on the
level detection signal, and wherein the operating system
provides an output signal indicative of a low battery status.

19. The telephone as recited in claim 12, wherein the pin
fraud prevention circuitry comprises current limiting means
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for limiting an amount of current flowing through the
handset and for providing sufficient operating current while
preventing detection by a central office communicating with
the public telephone.
20. The telephone as recited in claim 19, wherein the
current limiting means comprise:
first current limiting means operable with a positive
voltage signal from the handset;
second current limiting means operable with a negative
voltage signal from the handset; and
signaling means responsive to the positive and negative
voltage signals for providing an handset condition
signal to the microprocessor indicative of a handset
operable condition.
21. The telephone as recited in claim 12, wherein the
one-wire master controller comprises:
a serial interface circuit;
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a single wire serial bus operable between the serial
interface circuit and the application specific integrated
circuit;

processing control software operable with the micropro-
cessor for providing signal timing and protocol for
controlling operation of the application specific inte-
grated circuit with the telephone operating device.

22. The telephone according to claim 12, wherein the

hookswitch control circuit comprises:

a low impedance input circuit connected to contacts of the
hookswitch and the application specific integrated cir-
cuit; and

a single flip flop and output buffer circuit integrated into
the application specific integrated circuit, the flip flop
and output buffer circuit operable with the low imped-
ance input circuit for detecting an off-hook condition
and an on-hook condition.



