WINDOWS BASED AUTO-DISCOVERY MANAGER FOR SocketEthernetIP MODULE

Date : 09-Feb-2004

1. OVERVIEW

The Auto Discovery mechanism is a way to remotely monitor the IPModule. Also provides support to configure some of the key parameters like DHCP Status (enable/disable), IP Address and the Hostname of an SocketEthernetIP Module. 

This mechanism is achieved by running a Windows based Server Application that can monitor/configure the SocketEthernetIP Module. The Client component integrated with IPModule periodically broadcasts about its existence with the current configuration.

Communication between the SocketEthernetIP Module and the Windows based Server is through MAC level broadcasts on a configured UDP port.

The Auto Discovery comprise of two components.

· The Client component

· The Server component

I. CLIENT COMPONENT

The client component is integrated with SocketEthernetIP Module. 

The Auto Discovery client component (in IPMODULE) broadcasts its current

configuration over the network on a particular UDP SERVER-PORT. By default 

the SERVER-PORT is set to 1020. 

The configuration parameters broadcasted are 

· Version details

· MAC Address

· Static IPAddress

· DHCP Status

· DHCP Assigned IPAddress

· HostName

· Broadcast interval

· Portnumber the client listens on

a. Auto-discovery broadcasts at the client can be disabled using

"set auto-discovery disable" command.

By default it is enabled

b. The periodic timer of client's broadcast can be modified using 

"set auto-discovery broadcast-timer <t secs>" command.

By default it is 10 Secs
c. The Auto-discovery server-port can be modified using "set auto-discovery server-port <port number>" command.
By default it is 1020
II. SERVER COMPONENT

The Server component (AUTODISCOVERY MANAGER), listens 

on the SERVER-PORT.  Receives the broadcasts from the client and updates 

the list. The administrator can set/view the basic configuration through the User 

Interface. 
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· How to view the detailed information ?

The new entries are appended to the list shown in the above figure. Only 

the first few entries (10) are displayed on the screen. However the administrator can scroll down and click on the entry he/she is interested in.  Doing so, the detailed information is displayed in the second window (refer the above figure)

· How to "edit" and make the changes permanent?

i. "Double click" on the entry you wish to edit, a new dialog is displayed on the screen with the current configuration. (Refer the figure below).

ii. Configure/Modify the parameters and click on the "SET" button. The server sends the modified parameters to the client.

Upon receiving the broadcast from the Server, the Client validates the packet. The Client determines whether the packet is destined for its own MAC Address. If so, sets the modified parameters that are different from its current configuration. Broadcast the newly configured parameters.

iii. When "RESET" button is clicked, the parameters are set to defaults received. In other words, UNDO the modifications.

iv. The Client Status is set to "Active" upon the receipt of a broadcast packet. 

v. Client Status is made "Inactive" if there is no request from the client for a stipulated period. (3 * periodic timer value). 
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SUPPORTING FEATURES

1. The log messages are spooled into the 3rd window in the main dialog box. A provision to save the log to a file is supported. 
Select "Log " -> "Save Log As" option to save the log
2. Provision to change the server listening port is supported.
Select "Port " -> "Change port" option to save the log

2. DESIGN DETAILS
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I. Discovery Mechanism

Server side: 

The server waits for the UDP broadcast from the client. The broadcasted data is in TLV (Type-Length-Value) format. This is decoded on the server side and the corresponding parameters are displayed in the GUI. The TLV format and decoding details are explained in the later section.

Client side:

The client keeps broadcasting information (TLV format) at regular intervals. The broadcast time interval can be altered by setting the 'broadcast timer' in the IPModule (#set auto-discovery broadcast-timer).

II. Parameter setting Mechanism

Server side:

When a parameter is set on the GUI, a new packet is created in TLV format with the new values to be set. This packet is transmitted to the auto-discovery client on the IPModule. Later, ADM server receives a broadcast packet with updated values from the IPModule, decodes it and displays it on the GUI as before.

Client side:

When the auto-discovery client in the IPModule receives a packet from ADM, the packet is decoded and the values for each of the parameters is compared with the corresponding existing ones. If the values differ, the respective parameters are set to the new values. The client then generates a packet with the updated values in TLV format and broadcasts the same.

For security, a TLV structure called MAGIC_NUMBER is included at the head of every packet that is sent (both ways). This MAGIC_NUMBER is to identify a valid client and a valid server. When a received packet is processed, the MAGIC_NUMBER value is checked. The packet is discarded if the magic number is found to be invalid.

III. Inactivity and Age-out Mechanism
If the ADM server does not receive the periodic broadcast for long period, the client is turned INACTIVE. During inactive state the user cannot set the parameters of the IPModule through ADM. After a certain threshold time, if packets are not received, the client is declared 'aged out' and is no more displayed. If a packet is received from the client during inactive state before it ages out, the client state is set back to ACTIVE.

The inactivity time is INACTIVITY_FACTOR times the broadcast timer (set in IPModule). In this implementation the INACTIVITY_FACTOR is hard-coded as 3.

The age-out time is AGE_OUT_FACTOR times the broadcast timer (set in IPModule). In this implementation the AGE_OUT_FACTOR is hard-coded as 6.


IV. TLV (Type, Length, Value) Format


A TLV structure contains 3 fields

1 byte - TYPE

1 byte - LENGTH

n bytes - VALUE

TYPE contains one of the following types

	Type
	Length (bytes)
	Values

	MAGIC_NUMBER
	2+2
	0x01

	MAC_ADDRESS
	2+6
	0x02

	IP_ADDRESS
	2+4
	0x03

	SUBNET_MASK
	2+4
	0x04

	DHCP_STATUS
	2+1
	0x05

	DHCP_IP_ADDRESS
	2+4
	0x06

	DHCP_SUBNET_MASK
	2+4
	0x07

	HOST_NAME
	2+n
	0x08

	PORT_NUMBER
	2+n
	0x09

	PERIODIC_TIMER
	2+n
	0x0A

	VERSION_NUMBER
	2+n
	0x0B

	USERNAME
	2+n
	0x0C

	PASSWORD
	2+n
	0x0D

	RESTORE_DEFAULTS
	2
	0x0E

	END_OF_ATTRIBUTES
	-
	0xFF


LENGTH - contains the total length i.e., the length of data + 2 bytes (for type and length)

DATA - contains the actual data i.e., the value of the particular parameter specified in TYPE.

Decoding the TLV format packet

Generally a packet sent either from a client or the server, contains a series of TLV structures. Since the type and length are specified, the order of the TLV structures does not matter, except for two points

· The first in the series must be the MAGIC_NUMBER 

· The last in the series must be END_OF_ATTRIBUTES

Processing of the packet is similar on both sides - client and server. 

On receiving a packet, the packet is parsed. In case of type MAGIC_NUMBER, the magic number is checked and if found to be invalid, the packet is ignored.

For rest of the types the respective values are read and updated.

The type END_OF_ATTRIBUTES does not contain length and value fields, and is used to indicate that there are no more values to be parsed.

Sample TLV format packet

	Magic number
	Mac address
	IP address
	Subnet mask

	T
	L
	V
	T
	L
	V
	T
	L
	V
	T
	L
	V

	
	
	
	
	
	
	
	
	
	
	
	

	01
	04
	21
	21
	02
	08
	00
	08
	00
	50
	aa
	aa
	03
	06
	c0
	A8
	01
	96
	04
	06
	ff
	ff
	ff
	00


	DHCP status
	Hostname
	End of attributes

	T
	L
	V
	T
	L
	V
	T

	
	
	
	
	
	
	

	05
	03
	00
	08
	0c
	53
	6f
	63
	6b
	65
	74
	68
	72
	6e
	65
	74
	49
	50
	ff
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