MA100-1M ACS

MultiAccess100 Analog Communication Server. 

Inexpensive, simple, 1 Port (1 modem) communication server.

http://www.multitech.com/PRODUCTS/Families/MultiAccessACS/
General Application/Usage

The product can be configured for one of two possible roles (usages).

It can be used as a dial in Remote Access Server (RAS solution).  The purpose of which is to give remote users / nodes (i.e. Microsoft Dial-Up Networking clients) IP access to the LAN the MA100 is installed on.  

This is the default usage.

or

It’s modem can be used as a shared network resource (Modem Sharing).  Computers with network access to the MA100 can use Telnet on port 7000 and get direct access to the modem in the MA100. 

More commonly a com port redirector (i.e. Multi-Tech’s WINMCSI) can be installed on the workstation\s.  

The redirector adds a virtual com port to Windows and uses Telnet to map (redirect) the com port to the modem.  Communication programs using this virtual com port will have its data redirected to & from the modem within the MA100.  Eliminating the need for each workstation to have its own modem and phone line. Only one com port (telnet session) can be open at a time.

Hardware Notes:

The unit consists of two boards.  The primary board (2.4’ x 4.5’) is built around the Conexant CX8100 processor running Micro Linux.  The second board is MT5634SMI modem.

There are 3 physical connectors on the unit, power, RJ-45 for Ethernet and RJ-11 for analog POTS line.

The unit does not contain an onboard real time clock.  The unit is an NTP client, used to derive time and date.

Software Notes:

1st released version = 1.01

Configuration and management of the unit is web (HTTP) based.  The default IP address is 

192.168.2.1with a 24 bit netmask (a.k.a. subnet mask of 255.255.255.000).

The default administrator credentials are:

Username = admin

Password = admin 

These credentials are administrative (http access to the unit) and can also be used for dial in or out access.

A developer’s command line interface is accessible via telnet on the standard port (23).  Command line access should only be used at the direction of engineering.

MT5634SMI modem code 1.32i was released with MA100 version 1.01.

Configuration Objectives:

A) Use the Administration Menu to setup the MA100 for the network it is to be placed in (IP Configuration section is the required minimum).

The unit needs to be given a static IP address.  Define the subnet mask, default gateway (which is the route off the network) and define the IP address of the DNS used by the host network.

B) Use the Modem Setup menu to define the Usage (role) of the MA100.

If the usage is to be RAS (dial in PPP) a second static IP address will also be needed.  This address is for the dial in user.  This address is defined in the Remote Host Address field found in the Authentication menu.  This address needs to be on the same network as that of the MA100 and host network to which the unit is installed on.  PAP is the only supported PPP authentication protocol.  PAP is used to communicate user credentials from the remote node (MS-DUN) to the MA100.

If the usage is to be one of the Modem Sharing choices, the TCP port number used to access the modem is 7000.  Modem Sharing with authentication means a login prompt will be issued to the socket when it is opened.  Who (what) ever opened the socket must provide appropriate credentials before access is given to the modem.  If RAW is also selected - support for RFC 2217 (com port control via Telnet) will be disabled.

C) Use the Authentication menu to setup how the MA100 verifies user credentials.

The database of user’s names and passwords the MA100 will check against can be one of two choices.  A local database defined within the MA100 or a RADIUS database defined in a RADIUS server external to the MA100.  The MA100 is a RADIUS client.

When using RADIUS point the MA100 (RADIUS Client Setup) to the RADIUS server\s and define the shared secret password. For all RADIUS implementations, the RADIUS client (MA100) must be added to the RADIUS server (which means editing the client’s file\menu of the RADIUS server). When adding a RADIUS client to a RADIUS server the shared secret password must match what is defined within the RADIUS client (MA100). The shared secret password is an encryption key used by both RADIUS server and client.  When the RADIUS client makes an authentication request to the server, it encrypts the “user’s” password with the shared secret.  

When the RADIUS server reads the authentication request, it un-encrypts the password using the same shared secret value.  The RADIUS server also has to be listening on the same UDP port the RADIUS client is using.

If Local Authentication is selected, be sure to add users to the local database via the Local Users Menu.  Local users that are added will have dial in and dial out rights - but they will not have administrator rights.

Updates:


MT-Device Manager version 1.05.06 is used to update the version of MA100 code and the version of 

MT5634SMI modem code.  Install the Device Manager on a PC that has full IP access to the MA100.  If there is a firewall between the MA100 and the Device Manager - multiple ports need to be opened:

135 TCP, 445 TCP, 1433 TCP, 3073 TCP/UDP, 3204 TCP, 1500-1512 TCP/UDP, 80 TCP (optional).

Tech Tips


Modem Stuff

When the MA100 modem usage is set to RAS, the On-Hook Delay feature (*h# )is enabled. The AT command*h3 (30 seconds) is issued to the modem by an internal process (upon power up and after each call). This feature keeps the line busy while the system re-initializes for the next call.

When Modem Sharing is the usage, the application opening the socket (using the virtual com port) is responsible for the modem’s configuration (On-Hook Delay is off by default, *h0).

RADIUS Authentication problems:

If the RADIUS server shows the auth request was rejected, the shared secret is wrong (case sensitive), the user is giving the wrong password, or the user doesn’t have appropriate rights.

If the RADIUS server doesn’t see the auth request; the MA100 was not added to the clients file within the RADIUS server, or the RADIUS client is not set to the same set of UDP ports as the RADIUS server, or the RADIUS client is pointing to the wrong RADIUS server/IP address, or there is a network problem blocking or dropping the request (RADIUS uses UDP to communicate).  When the Auth request is not seen by the RADIUS server, eventually the 

RADIUS client will report a “RADIUS Timeout” error (no response from the radius server) and disconnect the user.

Modem Sharing

The MA100 can not tell which application (on the workstation) is opening the TCP port/socket. 

Redirectors, telnet clients, and proprietary programs all appear the same to the MA100 because they all need to use/follow TCP/IP to get to the modem in the MA100.

Telnet to the modem and issue at commands, try to dial out.  If it works - then the redirector is miss-configured (or the user application is miss-configured).

When the MA100 is configured for Modem Sharing with RADIUS Authentication, the user/s must have outbound rights (defined in the RADIUS server).  Normally, the attribute of Service Type would be defined as “outbound”.
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