                                Load Balancing in RouteFinder HOWTO

1. What is Load Balancing?

Load Balancing is providing the Internet access on WAN and DMZ interfaces with two Internet Service Providers thereby balancing the load (traffic) generated from the Local Area Network (LAN) directed towards the public network. 

2. What does Load Balancing do?

Load Balancing distributes the traffic over the multiple links according to the weightage configured. It automatically detects the dead gateway i.e., if any one of the gateways is not reachable or the internet is not accessible using the interface, then all the traffic will be transmitted through the available Internet link. This ensures the availability of access to Internet irrespective of the failure of either of the gateway. Once the gateway is brought up, splitting operation is restarted.

3. What is weightage?

It is a unit associated with each interface. This is expressed in terms of ratio. Based on this ratio configured, the packets are distributed over the multiple interfaces. 

For e.g.: if the weightage ratio is configured as 3:1 for WANLINK1 and WANLINK2 respectively, then the first three connections made to the public domain are done through WANLINK1, and the next one is done through WANLINK2. Here, the reverse operation can also occur, i.e. the first connection will be made through WANLINK2 and the next three through WANLINK1.

This cycle is repeated, please note that it is not predictable which interface will be selected first. A connection is represented by the following tuple < Source IP, Source Port, Type of Traffic, Destination IP, Destination Port>.

Also once the route is selected, the interface will be used till the route cache refreshes. Once the cache refreshes, the interface could be reversed.

4. What happens to the existing connection when the gateway is dead?

When a gateway is declared dead, the existing connections that are made through that specific interface , gradually time out.

5. What happens to the existing connection when the interface is down?

There are two scenarios to be considered here:

5.1 When a single gateway is configured:

The existing connections are not disturbed and they continue to get through the other interface, that is up.

5.2 When two different gateways are configured.

The existing connections time out when the interface is down.

6. Configuration of Load Balancing

Once load balancing is enabled, the IP Address, Gateway and Weightage for WANLINK1 and WANLINK2 should be configured. Also the URL/host/IP address to check whether the net is reachable through the gateways should be configured. By default, it is configured as www.yahoo.com and www.google.com. This configuration should be done before any other configuration is done on the box. These fields are user editable, unless DHCP or PPPoE server is up on either of the interfaces. (Please check the help page for more information on these fields).

Once load balancing is enabled, it is not possible to configure WANLINK1 and WANLINK2 from the interface page. 

For load balancing to take proper effect, it is necessary that the configured gateways are reachable through the specific interface and also that the configured URL/Host/IP Address are reachable from both the interfaces. Please note that the urls are applicable to both the interfaces.

In case of VPN traffic, load balancing will not occur, since the IPSec left next hop field will be set to either of the interfaces ip, unless changed by the user.

    7. Email Notification

An email notification is sent if either of the gateways are down or the urls are not reachable. Email notification is sent only once till the link is brought up

