SMTP SPAM FILTERING >> Message Filtering >> Filter based on Message Filtering:

Agenda: The Document explains about the Configuration of the Message filtering for Normal and regular expressions.

Description on Message filtering:

We will be adding the expressions for the “Filters based on Message expressions” option, Depending on this expression the mail will be treated as spam or legitimate mail, and will be fed to the bayesian filtering for learning and filtering. Depending on the Message filtering result only bayesian starts learning the mail as legitimate or spam.

The Message filtering expressions can be added as a Non-regular (general) expression or as a regular expression. 

Note: 1 The regular expressions with meta characters or special characters can be used only when the admin is well versed with the usage of the regular expressions. Also all the meta characters functionalities are not supported, which ever might not be required for the SMTP module are not supported. It is better suggested not to use the Meta characters if their usage is not properly known in the regular expressions. We don't allow the mail to be considered for spam if invalid meta characters / special characters are entered.

Note 2: Meta characters are:  “  .  ^  $  *  +  ?  {  [  ]  \  |  (  ) “, which when used in regular expression has got specific meaning.

Note 3: Anything entered within “< >” it is referred as regular expression and if any expression is given with out that may be considered as Normal / Non-regular expression. 

Usage of Normal expressions :

In the case of normal expressions, we can directly add the words to be filtered for spam with out including them with in the “< >”. 

Example: 1

Consider the spam word “viagra” which can be used in different ways by a spammer or advertiser. We can configure all the formats using the normal expressions.

Usage :     “viagra”, “V-I-A-G-R-A”, “v&agra”, “v#agra”, “v&a#g$r%a”, “V i a g r a”, “[vi]agra”, “Xanex, Vicodin”, “V~i_c_o`din”   etc. 

Note:

1. In this case these words will be identified as a spam and will be filtered. If these same expressions to be used as a regular expression one should be careful, as this has got meta characters, which has got different meaning as that of the normal expressions. Consider for example “[vi]agra”, when added as normal expression will identify the only word “[vi]agra”, but when added as a regular expression, it will identify “vagra”, “iagra” also “viagra” as spam words. The meaning of the meta characters will be explained later.

2. Also, when “#”, “/” used in the regular expression won't identify that expression as the spam. This is because “#”, “/” are not the meta characters or the special characters which has got some valid meaning in the regular expressions.

Example: 2  

Consider some thing like this “http://www.getherbalsnow.com” can be configured using both the normal expressions and regular expression. These sorts of things can be better configured using the regular expressions.

Usage: “http://” or “http://www.” or “.com”

Note: 

1. This will start blocking all the mails which has got the url with in it. 

Using Regular Expressions :

The usage of the regular expressions using the meta characters are as follows:

“ . “    Any character (except line breaks) Will match c, 3, [SPACE] etc 

“ \d “  Any digit Will match 0, 1, 2, 3, 4, 5, 6, 7, 8 or 9 

“ \D “ Any non-digit Will match anything except 0, 1, 2, 3, 4, 5, 6, 7, 8 or 9 

“ * “  Matches zero or more occurrences of the character immediately preceding. For example, the regular expression.* means match any number of any characters.

“ + ”  Matches one or more occurrences of the character or regular expression immediately preceding. For example, the regular expression 9+ matches 9, 99, 999. 

“ ? ”  Matches 0 or 1 occurrence of the character or regular expression immediately preceding.

“[..]”  Matches any one of the characters between the brackets.

For example, the regular expression r[aou]t i.e matches “rat” or “rot” or “rut”.

For example, the regular expression 1[234]1 i.e “121” 131  or “141”.

“ [c1-c2] “ Ranges of characters / numerics can specified by using a hyphen. Matches any one of the characters between the brackets.

For example, the regular expression r[a-f]t matches rat, rbt, .... rft. 

“ | “  Or two or more conditions together.

For example (him|her) matches the line "it belongs to him" and matches the line "it belongs to her" but does not match the line "it belongs to them."

“{n}” :  Repeat n times, it can be used with a character specified before this.

For example “<\bw{3}\..*\.com>”  

Explanation: “ \b ” says the starting of the word and the above regular expression says that the any expression with three “w” and with a “full stop” followed and any url name and followed by a “full stop” and “com” followed.

These are few of the examples that says about the usage of regular expressions and configuration from GUI.

Note:

1. Though these characters mentioned below are not the meta characters, these special characters can be used in the regular expressions “ ~  `  @  %  _  ”. These characters will identify them selves as it is.

2. Also, when “#”, “/” used in the regular expression won't identify that expression as the spam. This is because “#”, “/” are not the meta characters or the special characters which has got some valid meaning in the regular expressions.

3. *** The meta characters should be properly used, if improperly used then the whole of the message filtering won't be carried out on other mails even as the configuration file parsing fails and the one should configure the regular expressions carefully with in the “ < > ”. Such as using “[ ]” with out any arguments or using “[” or  “]” with in the regular expression, will skip the message filtering for all of the mails.

4. *** The meta characters "^" and "$" are used when looking for something that must start at the beginning of the text and/or end at the end of the text. (This meta character's functionality is not supported ) 

5. For configurations like this “<Vi\`agra>”, it is suggested to use the non-regular expression.

Conclusion: When the regular expression is not properly configured, this will lead to the failure of the message filtering for all mail. Hence one should be careful in configuring the expressions using regular expressions. This failure in the message filtering will lead to the feeding of the bayesian with all the spam mails as legitimate mails. Hence bayesian will learn all the spam mails as legitimate mails. 

Appendix:

Acronyms 

Meta characters: A set of special characters that has got special meaning other than they actually mean. 

