VoIP Solutions

Setting up the KX-TDA0470 16 Channel VoIP Extension Card
for Mobile Users via PPTP VPN with the
Multitech Routefinder SOHO

Model # RF820

RouteFinder' SOHO
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Introduction

The 16 Channel VoIP IP-Extension card [KX-TDAQ0470] provides connectivity for Panasonic VoIP devices like the IP
Proprietary Telephone [KX-NT136] and the IP Soft-phone. The IP-Extension card allows IP telephones to have full

functionality on the Host PBX system and can be used for mobile users and remote offices.
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NETWORK

In this example we will connect remote mobile users to a KX-TDA200 via a 16 Channel VoIP IP-Extension card [KX-
TDA0470]. The Mobile Users are equipped with a notebook computer and have installed the IP Soft-phone application.
The Mobile Users can connect to the Internet in any manner such as a Cable Modem or DSL from home or through an

Internet connection provided at a Hotel or Wireless Access Point.
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A STATIC IP ADDRESS is required at the location of the KX-TDA200 system for this application. If you do not have a
Static IP Address to assign to the router connecting the PBX to the network please obtain one from your Internet Service
Provider along with Gateway Address and DNS Information.
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Example Application
KX-TDA0470 16 Channel VoIP Extension Card
Connecting Mobile Users via PPTP VPN

Local Area Network
192.168.10.XMX

Router LAM Address
182168101

PEX - IP Extension Card

IP Address:; 192.168.10.101
Subnet: 255255 2550
Gateway: 192168101

KX-MT136 IP Phones
DHCP Enabled
PBX: 192.168.10.101

Router WAN Address

X0CO0LNNL XXX
Static IP Address, Gateway and DNS il
Assigned by service provider o
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IP Softphone

PEX Address:192.166.10.101

®

PPTP Connection Information .

Host IP Address: 30 2000 0000 000

Username: remote

Password: panasonic

aa I : * Static IP Address of Router WAN port
; assigned by your service provider

Figure 1 - IP Addressing Example
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IP and Networking Basics




Networking and IP Fundamentals

Understanding IP Addressing

An IP address is an address used to uniquely identify a device on an IP network. An IP address consists of four octets
separated by a period, and example IP address would be 192.168.1.200. While most people have become familiar with
the IP address the Netmask and Subnet is often overlooked and expected to be 255.255.255.0.

The Netmask is an important part of the IP address. The Netmask determines the scope of the network on which
a device is located. The familiar netmask of 255.255.255.0 is equal to saying my network is 192.168.1.Anything
from 1-254. 255 in the Netmask equals an exact match and 0 equals any number from 1 to 254. This defines our
local network as everything from 192.168.1.1 to 192.168.1.254.

The Local Network
The Local Network is the network a device can communicate on without the help of a Router. Most people have
become familiar with setting the Default Gateway. The Default Gateway is the address of a Router which knows
how to get to an address outside the local network. When two devices communicate on the same local network

they can exchange information without any assistance.
When a device tries to communicate with a device on another network the request is sent to the default

192.168.1.100 192.168.1.101

gateway.

IP
NETWORK
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Computer IP Address: 192.168.1.100 pi
Gateway Address: 192.168.1.1 = IP Address of Router FREREREAm MR ae e EI e R



Private IP Addresses

Private IP Addresses are addresses reserved for private networks and can not communicate on the public
Internet. The addresses reserved for this use are as follows:

10.0.0.0 - 10.255.255.255

172.16.0.0 - 172.31.255.255

192.168.0.0 - 192.168.255.255

Public IP Addresses

Public IP Addresses are assigned to Service Providers by the Internet Assigned Numbers Authority (IANA) and are
used to communicate over the public Internet. With a Cable Modem or DSL line a public IP address is assigned to
the user when they connect. When a user connects to a public website that website only sees the public IP
address assigned to their modem/router.

You can visit www.myipaddress.com and the webpage there will show you how the outside world actually sees
your computer.

NAT - Network Address Translation

Network Address Translation or NAT allows multiple users on a private IP network to communicate with the
public Internet using one address. While NAT has many other capabilities most often it is used to conserve public
addresses.

DHCP - Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol or DHCP is a way to control the assignment of IP addresses on the local
network. DHCP allows a computer to receive its configuration, IP Address, Subnet, Gateway and other
information from a server. The use of DHCP allows a network administrator to make changes to how the network
operates without having to reconfigure each user’s computer when a change is made. A DHCP server assigns a
computer an IP address from a pool of available addresses and can reassign those addresses when not in use.

Static Addresses

IP Addresses which are assigned to a device by a network administrator directly are Static or fixed IP
Addresses. It is important to assign Static Addresses to devices the users need to find often. Web Servers,
printers and VoIP cards require Static IP Addresses so devices connecting to them can always find them.
DHCP addresses can be reassigned and may not be available to a specific device all of the time. A Static IP
address is fixed and will not change.


http://www.myipaddress.com/

Virtual Private Networking

Understanding VPN

A VPN or Virtual Private Network is a method that can connect a device on one IP network to another IP network using
encryption and security making the remote device appear to be connected directly to the host network. A VPN creates a
tunnel or path within a public network which appears to a computer to be a direct connection. Data is encapsulated or
wrapped in the tunnel to keep it hidden from the public network. Using a VPN two private networks using private IP
addresses can be connected together or a remote user can be connected to a private network with its own private IP
address. To the computer the VPN is transparent and it operates as if it were directly connected to the private network.

IPSEC - IP Security
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Computer IP Address: 192.168.1.100 e
Gateway Address: 192.168.1.1 = IP Address of Router FRATBLAHGKm USRI A g 101010

IP Security or IPSEC is a set of protocols which support secure exchange of packets using encryption. For IPSEC
to work the sending and receiving devices share a public key.

PPTP - Point to Point Tunneling Protocol

Developed by Microsoft, PPTP or Point to Point Tunneling Protocol is a protocol for establishing a secure
connection. PPTP uses User IDs and passwords and a client for establishing a connection is included with
Microsoft Windows 2000 & XP.

Routers

Understanding Routers

Routers connect the local network to other devices located on a different subnet or network. A computer with an
IP Address of 192.168.1.100, Subnet Mask of 255.255.255.0 can communicate with any address which matches.
255.255.255.0 means 192.168.1.Any address from 1-254. When a computer tries to talk to a device with another
address it requires a Default Gateway. The Default Gateway is the address of the Router which knows how to find
the other networks. The Default Gateway must always be a part of the computers local network such as
192.168.1.1.



RouteFinder' SOHO

Setting up the Routefinder SOHO

Setting up the Routefinder SOHO RF820 For Mobile Users over PPTP



Basic Setup (LAN and WAN Settings)

Connecting to the Routefinder
The Routefinder RF820 has a built in 4 port

switch. Connect a computer to a LAN port of

RF820 Back Panel

the Routefinder and power up your WAN s ) _ DC12VAA
O ¢ © |®
computer and the Routefinder. If your U I‘—/'I I‘-r"l L\-fl I‘u’l 7“

4 3 2 1 Reset Serial 1

computer is not set for DHCP enable this

and you computer will now be connected to the Routefinder on the network 192.168.2.0 255.255.255.0.

Open a Web Browser and connect to http://192.168.2.1
| MuItiTech'@
Systems

The Routefinder is configured via a web page. Login to

. . RouteFinder Internet Security Appliance
the web page using User Name: admin and Password:

Web Management

admin.
Select Network Setup from the menu. User Name ]
Passward ]

LAN - Local Area Network
The Routefinder assigns by default an IP address of

192.168.2.1 to itself and a Subnet Mask of 255.255.255.0.
For this example change the
LAN Address to 192.168.10.1.

Network Setup > IP Settings

IP Address
WAN - Wide Area Fubnet sk
Network
Connect the WAN Port of the | 1 rep—
Routefinder to your Cable or 1P Address
DSL Modem or Ethernet Port Subnet Mask

on your router provided by DEEUlE EEETe

your ISP. Configure the WAN1
settings for the Static IP

Primary DNS

Save

Secondary DMS

address provided by your Internet Service Provider.


http://192.168.2.1/

A STATIC IP ADDRESS is required for this application if you do not have a Static IP Address please obtain one from your Internet

Service Provider along with Gateway Address and DNS Information.



Networks and Services
Select Networks and Services from the top menu. Enter the name PPTP_POOL, IP Address 192.168.10.224 and

Subnet Mask of

255.255.255.224 and click

Add.

VPN

Select VPN from the top menu
then select PPTP from the left
menu. Check PPTP Status and
select the PPTP_POOL from

the dropdown box labeled Select Remote Address. Click Save.

Networks & Services =3

Network Configuration

PPTP

VPN Setup

Marme IP Address Subnet Mask
| Add |

Mame IP Address Subnet Mask Options
Any 0.0.0.0 0.0.0.0 Static
LaN 192.168.10.0 255.255.255.0 Static
LanInterface 192,168,101 255.255.255.255 Static
AN 140.212.207.0 255.255.255.0 Static
waNLInterface 140.212.207.19 255.,255.255.2855 Static
FPTP_POOL 192.168.10.224 255.255.255.224 Edit | Delete

Under User Authentication add a user name and password. In this example the user name is “remote” and the password

is “panasonic”. Click Add to save the user.

Note: Multiple users can all log in using a single user id and password.

40,56,128
192.168.10.225

192.168.10.226
192.168.10.254

FPTF Status
Encryption Strength
Select Remote Address

Local Address
Remote Start Address
Remote End Address

Fange

29

UU=zername
Passwaord

Confirm Password

Allowed Users

[ ]
L 1
L ]

remote

User Authentication




Packet Filters
From the top menu select Packet Filters.

Packet Filters > Packet Filter Rules

Show Packet Filter Rules

Show Packet Filter Rules in Popup ‘Window

System Defined Rules

Status | From Allowed Services To Action Remarks

LaN FTP, TELNET, SMTP, DNS, HTTP, HTTPS, POP3 and IMAP any | ACCEPT | allow Outbound Access

Add User Defined Packet Filter Rules

Fram a Tao 2
(Host/MNetworks) Service (Host/MNetworks) Action
frere poor o v [ any vl |_Add_|
From . To .
No. (Host/Networks) Service {Host/Metworks) Action Crouomnsid
1 FPTP_POOL any any &CCEPT Edit Delete
z any any FPTP_FOOL ACCEPT Edit Delete
In the section labeled Add User Defined Filter Rules create a rule as follows:
Fram : To :
(Host/Metwaorks) setes (Host/Metwaorks) A
feee poor B Any v [ any vl [_Add
Add an additional rule as follows:
From H To 2
(Host/Metworks) SeniEE (Host/MNetwaorks) s
[any vl Any v | TN v [ add |

This completes the setup of the Multitech RF820.
Restart the router and your PC.

Select Save and Restart from the menu at the top right.



Setting up the Mobile User's Computer
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Setting up a PPTP VPN connection on a Mobile User’s PC
(Windows XP)

Depending on your Operating system the following procedure will vary but you should be able to follow along and create a VPN

connection. If you are having trouble please consult with your Network Administrator for assistance.

New Connection Wizard
Metwork Connection Typpe
“what da pou want to do?
New Connection Wizard

Connect ta the Intemet so you can browse the Web and read email Connection Hame
Specify & name for this connection ta your workplace,

(3) Connect ta the network at my workplace

Cu_nnecl toa business netwu_rk [using dial-up or YPN] so you can work from home,

afield affice. or another location Type a name for this connection in the following box
O Set up an advanced connection Company Mame

Connect directly to another computer wsing your serial, parallel, or infrared part, or

set up thiz computer sa that ather computers can cannect b it VPN

For example, you could type the name of your workplace of the name of a server you
will connect to.

[ < Back. H Newt > ][ Cancel ]

On your PC open the Control Panel and select

Network Connections then Make New [<mack [ te> ] [ conedl |
Connection. On Windows XP select the network
wizard and select Connect to the network at my Enter a name for the connection then select Next >.

workplace. Then select Next >

Select Virtual Private Network connection then Enter the IP Address* of your Multitech Router’s WAN

select Next >

. What is the name o address of the VPN server?
Network Connection
Haow do pou want to connect ta the network at your workplace?

Type the host name o Internet Pratacel (IP] address of the computer ta which you are
) ) conneching.

Create the following connection: .
Hast name of IP address (for example, microgoft.com or 157.54.0.1 |

() Dial-up connection

Connect using a modem and a regular phone ling or an Integrated Services Digital
Metwork ISDM] phane line:

O DO

(%) Virtual Private Network connection

Caonnect to the network uging a virtual private netwark (VPN connection awver the
Interret.

< Back ” Hext > I[ LCancel

< Back ” Next > 1[ Cancel POI’t*

*You must obtain a static IP address from your
Internet Service Provider and this address must match
the Public IP Address assigned to your WAN1 Port on
your Multitech Router.
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New Connection Wizard

Connection Availability
You can make the new connection avalable to any uzer or only to yoursell.
Enter the User name and password configured in your

A connection that is created for your use only is saved in pour user account and is not Mu|t|tech router. In thIS exam ple — remote / panasonlc.

available unlesz vou are logged on.

Create this conhection for: Connect YPN
() Anyone's use

(%) My use only

< Back ” Mext » ][ Cancel

User name: |H5l'ﬂt'hB |

Pazsword: I..ooooooo |

New Connection Wizard

[w]i5 ave this user name and password for the following users:

Completing the New Connection (#) Me only
. Wizard rwone who us

You have successiully completed the steps neaded to
create the following connection:

VPN

[ Cannect H Cancel ” Properties ” Help

Connecting VPN...

The connection will be saved in the Network
Bonnections folder. - , f|  Comnecting to X000 K.

[] &dd a shorteut to this connection to my desktop

To create the connection and close this wizard, click Finish.
Cancel

[ < Back ” Finizh ][ Cancel ]

- . Press Connect.
Select Next> and Finish to complete the wizard.
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You can download and install the latest IP softphone
application from www.kxtasupport.com. Unzip the

downloaded file and install the application.

é‘& Open the ip-softphone by double clicking
7] on the icon. On the opening screen select

IF Saftphane

Yes to accept the conditions and use of

this application. On the IP Softphone Trial dialog box
select I will register the license later and use trial mode

for now, then select Yes.

IP Softphone Information

Motice

Wwhen voice volume iz not enough, adjustment of microphane and
speaker of the PC is required wsing Control Panel.

Adjustment for microphone using "Options” iz also available.
Adjustment for speaker uzsing "Mavigation Key'' during talking iz also
available.

Whd-Menu on LCD iz not supparted. |t iz required to dizable Yi-Menu
feature using COS programming of Yk,

License registration
Without license registration, 20 operations are allowed for non-dial

pad keps.
This counter is reset when this application restarts.

Fegister Mow

Do you agree to the above conditions and uge this application?

Yes Mo |

Installing the IP Softphone on your PC

The IP Softphone will start. In the bottom left corner
select Options.

On the Options dialog under PBX setting set the IP
Address for the PBX to 192.168.10.101 for this example.
Select OK and the IP Softphone will attempt to connect

a |
Panasonic ' |

1 — —— = =

(S BF 24| L |

coNe  pwo/oND pause | gl = |
INTERCOM AUTO ANS AUTO DIAL Lo 2|l |
- 5 y I

Hetwark ] Fiecording & D\spla_u] Audio ] License & Software Yersion

Local setting

Chaose the netwark adapter ta use. If none are available, the application will
= not function.

3Com 3C920 Integrated Fast Ethemet Controller [3C905C- T Compatible] - Piﬂ

% / PEX zetting
Specify the |P address of the IP extension card installed in PEX,

we 192.168.10.101]
orriows oacpasre
L kaa) i Network status indication

L Automatic PING command to [P extension card of PBX

" Mone & Every 15s " Ewery BDz
[ e———
to the PBX' Result of PING command is displaved as follows.

Level 5 0'mg - 200 s

Leveld 20 ms - 500 ms

Lewvel 3 501 mg - 500 ms

Level 2 30 s - 1400 ms

Level1 141 ms - 2000 ms

Levell 20 ms - HO00 ms

oK | Cancel



http://www.kxtasupport.com/

