Setting up IAS RADIUS in Windows 2003

================================

· Go to Control Panel->AddRemovePrograms->WindowsComponents.

· Select Networking Services. Click on Details.

· Enable "Internet Authentication Service".

· After adding the component, go to Start->Programs->Administrative tools->Internet Authentication Service.

Setup in IAS

==========

· In the IAS, right click on "Clients" and select "New Client".

· Enter the friendly name and select RADIUS as the protocol in the pop-up window. 

· Click on Next.

· Enter the IPAddress of the RADIUS Client. Enter a shared secret in the same window.

· Set the Client-vendor as “RADIUS Standard”

· Click on Finish.

Creating New Remote Access Policy


Right Click on Remote Access Policies and Click “New Remote Access Policies”.


Select Set up a custom policy and enter the policy name and Click Next


Click on Add and Select “NAS-Identifier”, click on Add and type in squid


Click on Next and Check “Grant remote access permission”.


Click on Edit Profile


Select  "Unencrypted Authentication (PAP, SPAP)", "Microsoft Encrypted Authentication (MS-CHAP)" and "Microsoft Encrypted Authentication Version 2 (MS-CHAP-V2)"  in Authentication


Select  "No Encryption” and "Basic" in Encryption.


Click on "Apply" and then on "OK".


Click on Finish.

Adding the Users in Windows 2003

==========================

· Go to  Start -> Programs ->Administrative Tools  -> Active Directory Users and  Computers

· Highlight Users.

· On the right hand side, Right click and select Click on New User.

· Check Password Never Expires.

· Click on Create.

· Right Click on user and edit the Dial-in permission

· Check "Allow access".

· Click on "Apply" and then on "OK".

