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Introduction

| Introduction I

The examples on the following pages are divided into two major catagories; Non-NAT and behind NAT. With
Non-NAT the VPN client is not behind a NAT device/firewall. Behind NAT(UID) the VPN client is behind a NAT
device/firewall.

The setup examples start out with configuration of Non-NAT which configures the VPN client first and then sets
up the VPN tunnel for the RouteFinder RF550 first. The VPN tunnel for the RF560 uses the IPSec protocol for
the tunnel. The RouteFinder RF600, 660, and 760 series use IKE Connection for the tunnel.

Setup for behind NAT starts out the same way with the configuration of the VPN client and then the addition of
the Phase 1 Advanced for the IP addresses for the local and remote. The Behind NAT then configures the

RF550 with NAT using UID, followed by the RF560 with IPSec protocol. The RouteFinder RF600, 660, and 760
series is the final configuration.
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Non-NAT

| Setup for VPN Client (Non-NAT) I

65.126.90.250

65.168.25.0

65.126.90.248

| t t WAN LAN
— nterne
E— VPN Host

VPN Client

VPN client Phase 1 Setup (Non-NAT)

1. Right click on RouteFinder Client VPN Configuration and select New Phase 1.

2. Enter the name of your connection in Name.

3. Choose Any for the client Interface if your 1P addressis dynamic or the | P address provided by
your ISP if Static (e.g., 65.126.90.250).

4. Enter the IP address of the VPN WAN for your Remote Gateway (e.g., 65.126.90.248).

5. Enter the Shared Secret in Preshared Key for your network (has to match on both ends) and
confirm the shared secret.

6. Choose IKE Authentication of M D5.

LF REYPMClient
File  %PM Configuration Tools 7

RouteFinder” MulliTegh‘@
VPN Client Systoms

65.167.25‘1

,@; Console

£ Parameters Mame {Cnx\n‘pm
% Connections Interface lﬁny LJ

583 Corfiguration Remate Gateway |55.126.90.248

{8/ Cnx¥pnl ' Preshared Key |xmc

Confirm |""""

™ Certificate.

~IKE

Encryption  |3DES = P1 &dvanced...
Suthentication |MDS -
KeyGraup  |DH1024 ~

Save & Apply I

=] VPN Turnel opened Tunnel: &
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Non-NAT

Phase 2 Setup (Non-NAT)

1. Start Phase 2 by right clicking on the name of your VPN Client you created in Phase 1.

2. VPN Client address will be set to 0.0.0.0 unless you have a Static |P address (e.g.,
65.126.90.250).

3. Addresstypeisthe type of setup on the host side. If it's a network, then choose Subnet
address and enter in the Remote LAN address (e.g., 192.168.25.0) and Subnet Mask (e.g.,
255.255.255.0). If it sasingle | P address change it to that address.

4. Choose ESP Authentication of M D5.

L REYPNCient
Fil= %PM Corfiguration: Tools 7

. ™
RouteFinder Multi ot (@)
VPN Client Systems
@ Conzale
ﬁ Farameters Mame iEn:-:"»-"pn1
2 Connections WPM Clientaddess | 0 . 0 . 0 . O
=¢= Configuration Addriess lype | Subnet addess -l
= E e
r‘:ﬂ” Remote LAN address | 192 168 . 25 . O
g0 ol

SubretMask | 2e5  oRE 285 O

~ESP
Encryption | 3DES = P2 Advanced..,
Authentication m

Mode | Tunnel

W FFS  Group JDH1D24 v] Cloze Turhel ‘

Save & Apply ‘

=] YPH Tunnel opened Tunnel: €
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Non-NAT

RF550VPN Setup: Enabling VPN (Non-NAT)
65.126.90.250

65.126.90.248 65.166]'25'1 65.168.25.0
Internet wiN TAN
—1 = nterne —
VPN Client

1. Inthe RouteFinder RF550VPN, VPN Settings menu, enter the name of your VPN tunnel in the
Connection Namefield.
2. Click the ADD button to add the tunnel and the VPN Settings menu is displayed.

RouteFinder SOHD VPN 6dtewsy

SOHO VPN DEVICE DEVICE SETUP ADVANCED SYSTEM
Gateway INFORMATION STATUS WIZARD SETTINGS TOOLS

HELP

Main menu
YPMN SETTINGS

TIME ZONE
SETTINGS

Connection Name |testcunneu:tinn | ADD;

DEVICE IB
YEIRENGS Clhisable Internet Access (VPN Tunnel Guly)

ISP SETTINGS

ISP ADDITIONAL
SETTINGS

MODEM
SETTINGS

¥PN SETTINGS

SAVE & RESTART < Baok ||NexT >

Luguut

Copyright © 2002
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Non-NAT

RF550VPN VPN tunnel Setup (Non-NAT)

1
2.
3

4.

No

Check Enabled Keep Alive to keep the tunnel up constantly.

Click on LAN option in Remote Site (Default).

In Remote Gateway | P/FQDN option, the IP address of 0.0.0.0 if aDynamic addressis being
used or if a static address (e.g., 65.126.90. 250) is provided by your 1SP.

In the Secur e Association option, the default of Main Mode is OK and in Perfect Forward
Secur e, the default of Enabled is OK.

The Encryption Protocol hasto match on each end of the tunnel; 3Des is the most common
Setting.

In the PreShared K ey, the shared secret has to match on both ends of the tunnel.

In Key Life, default of 28800 and IKE Life Time, default of 3600 can be |eft at their defaults,
unlessthere is a problem with the tunnel once its activated.

Click the SAVE button to shave your new tunnel information.

Once the tunnel information is saved you can click the Next button to continue. The save and
restart menuis displayed. This reboots the RouteFinder software and applies the new tunnel
configuration.

RouteFinder SOMO VPN Sdteway

SOHO VPN DEVICE DEVICE SETUP ADVANCED SYSTEM

Gateway INFORMATION  STATUS WIZARD SETTINGS TooLs  HELP

Main menu
YPN SETTINGS

TIME Z0NE
SETTINGS

Connection Name Itestcunnedibn |
) Enable UID (Unique Identifier String) & Disable UID
Local IPSEC Identifier | !

Remote IPSEC ldentifier | I
T RTTaTT Enabled Keep Alive [ Enabled MetBIOS Broadcast
SETTINGS Remote Site @ Single User O LAN
Remote IP Network ) v
MODEM = = = =
Remote IP Netmask 0 ||D ||IJ ||EI |
Remote Gateway IP/FODN  [0.0.0.0 |
Network Interface |WAN ETHERMNET v
Secure Association & |KE ) Manual
Perfect Forward Secure @ Enabled ' Digabled
Logout s PR
Encryption Protocol |3DES Vl
PreShared Key test |
Key Life 284800 Seconds
IKE Life Time 3600 Seconds (LSAMED)
testconnection '
Emaok] s>

RouteFinder IPSec VPN Setup Examples Reference Guide 7



Non-NAT

RF560VPN Setup: Enabling VPN (Non-NAT)

65.12(1‘90‘250

65.168.25.1 65.168.25.0
65126.?0.248 T e G
i— | ¢ ¢ WAN LAN
= nterne
L] VPN Host
VPN Client
1. Inthe RouteFinder RF560V PN, VPN Settings — IPSec menu, check the box to Enable | PSec
Function.

2. Inthe Connection Name window, enter the name of your VPN client.
3. Click the Add button to add the tunnel and the VPN Settings — I PSec menu is displayed.

RouteFinder SOMO VPN Gdtewdy

SOHO VPN DEVICE DEVICE SETUP ADMANCED SYSTEM

Gﬂi’!"#ﬂy INFORMATION STATUS WIZARD SETTINGS TODLS HERE

Back
YPMN SETTINGS - IPSec

IPSec SETTINGS
[¥] Enable IPSec Function

PPTP SETTINGS

Connection Name iTeatu:u:unneu:tiDn | Aop
Logout [l Disable Internet Access (IPSec Tunnel Only)

Copyright @ 2003
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Non-NAT

RF560VPN VPN Tunnel Setup (Non-NAT)

1.
2.
3

No

© ©

Check Enabled Keep Alive to keep the tunnel up constantly.

Click on LAN option in Remote Site (Default).

In Remote Gateway | P/FQDN option, the P address of 0.0.0.0 if a Dynamic addressis being
used or if astatic address (e.g., 65.126.90. 250) is provided by your I1SP.

In the Secur e Association option, the default of Main Modeis OK and in Perfect Forward
Secur e, the default of Enabled is OK.

The Encryption Protocol hasto match on each end of the tunnel; 3Des is the most common
setting.

In the PreShared K ey, the shared secret has to match on both ends of the tunnel.

InKey Life, default of 28800 and IKE Life Time, default of 3600 can be left at their defaults,
unless there is a problem with the tunnel once its activated.

Click the SAVE button to save your new tunnel information.

Once the tunnel information is saved you can click the Next button to continue to the save and
restart menu. This reboots the RouteFinder software and applies the new tunnel configuration.

RouteFinder SOMD: VP @ taway

SOHO VFN DEVICE DEVICE SETUP ADVANCED SYSTEM | ..o
Gateway INFORMATION STATUS WIZARD SETTINGS TODLS

Back
VPN SETTINGS - IPSec

IPSec SETTINGS

Connection Name %testconnec’tion |
PPTP SETTINGS > Enable UID {Uniqua ldentifier String) ® Disable UID
Local IPSec ldentifier | ]

Logout
g Remote IPSec ldentifier | |

Enabled Keep Alive [ Enabled NetBIOS Broadcast

Remote Site O_S_.ing_!g_l_.l_s_el @_LM_\I

Remote IP Network ;rD TED H HE

Remote IP Netmask !IJ HD HEI HEI |

Remote Gateway IP/FODN !D.D.EI.EI |

Network Interface !WAN ETHERMET V|

Secure Association & Main Mode O Aggressive O Manual

Perfect Forward Secure @ Enabled ) Disabled

Encryption Protocol |3DES |

PreShared Key E}est

Key Life 28800 Seconds

IKE Life Time 3600 Heconds (LSAYED
testconmection .

.-‘E“w-- ; lllm!ﬁ <
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Non-NAT

RF600,660,760VPN Setup: Enabling VPN (Non-NAT)
65.126.90.250

65.168.25.1
65‘126_f0_248 T 65.168.25.0
S IT\/} WAN AN
= nterne
- N VPN Host

VPN Client
In the RouteFinder RF600,660,760V PN software, click the VPN Status check box.
Click the Save button to save the setting.
In the Add | KE Connection, click on the Add button. The Add |KE Connection screenis

displayed.

wh e

Mti -://@)

Ademinisiralion | Nebrordks & torvices | Proay | Nebwek Setup | DHCP Server | Tradking | Pecket Filllers | ¥PN | Statistics

309 Certificates
JEn Bidgtey VPN Status =

Add MHew Connection

Add IKE Connaction |_Add
e Manual Conniction | Add |
Status ] AR 1 Local WAN [P [ Local LAN ] Gty p I Remote LAN Command
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Non-NAT

RF600,660,760VPN - VPN Tunnel Setup (Non-NAT)

1. Inthe RouteFinder RF600,660,760, Add | KE Connection menu, enter the name of your VPN
tunnel in the Connection Name field.

Yy |

Add IKE Connec tion

Connection Name
Compression [F]

Perfect Forward Secrecy

Authentication Method _:S%Fre_t_ |

secret
Select Encryption DES ~

IKE Life Time (in secs)
Key Life (in secs)
Mumber of retries(zero for unlimited) |
Local Wan Ip [wan ¥

Local LAN AN ]|
Remote Gateway IP Any ~|

- OR

FQDN |
Remote LAK | v

Ui ) Enable  © Disable
Local 15 —
Remate 10 ]
NetBIOS Broadeast O [ Add |

2. Compression, Perfect forward secrecy, and Authentication M ethod options can be left at
their default.

3. In Secret, enter the shared secret which has to match on both ends of the tunnel.

4. |IKE lifeTime& Key life options can be |eft at their defaults, unless there are problems with
the tunnel once activated.

5. Number of retries(zero for unlimited) should be O.

6. InLocal WAN IP, choose WAN which was setup in the network and servicestab (e.g.,
65.126.90.248).

7. InLocal LAN, choose LAN which was setup in the network and servicestab (e.g.,
65.168.25.1).

8. Remote Gateway | P can be set to Any if the IP address is dynamic or the static I P of the
remote if thereis one (e.g., 65.126.90.250).

9. Remote LAN isthe network you created in network and services for this client (e.g.,
65.126.90.250) or you can select none if the IP address is Dynamic.

10. Click the Add button to save these settings for your new tunnel.
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Behind NAT

| Setup for VPN Client (Behind NAT) I

192.1f8.2.8

6.90.250

65.1 65.168.25.1
192.16?.2.1 ' T 65.126.9f,248 65.168.25.0

LAN WAN I WAN LAN
— NAT nternet Host
: Device VPN HOSt
— T

VPN Client

Client Phase 1 Setup (Behind NAT)

1. Right click on RouteFinder Client VPN Configuration and select New Phase 1.

2. Enter the name of your connection in Name.

3. Enterin Any for client Interface if your IP addressis dynamic or the | P address provided by

your ISP if static (e.g., 192.168.2.8).

4. Enter the IP address of your WAN in Remote Gateway (e.g., 65.126.90.248).

5. Enter the Shared Secret in Preshared Key for your network (has to match on both ends) and
confirm the shared secret.
6. Choose IKE authentication of MD5.

L RFYPHClient
File %PM Configuration: Tools 7

RouteFinder” MulliTech‘@
VPN Client Systems

Congole
28 Parameters MName |Cristpril
% Connechions Interface {.-‘f-.ny LJ

Ea Corfiguration Remote Gateway |55.126.90.248

) [E
= e=n

(&1 Crvpnl * Preshared Koy  |™

Confirm |*’“‘"

™ Certificate.

i~ IKE

Encruption |3DES = P1 Advanced...
buthentication [MDS -
Key Group  |DH1024

Save & Apply I

= |WFH Tunhel opened Tunnel: €
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Behind NAT

Client Phase 1 Advanced Setup (Behind NAT)
1. Click onthe P1 Advanced button in the Phase 1 (Authentication) menu. The Phasel Advanced

menu is displayed.

Phase1 Advanced

Advanced features -
[T Config Mode

[ Aggressive Mode

2-Auth

[ sAuth Popup

Local and Remote ID

Chooze the tupe of 1B

[K.E Fuort

Redund Gw |

Login ]

Pazsword ]

Set the valuefor the 1B

Local D |IF Address

v| 19216828

Remote 1D |IP Address

v | |B5.126.90.247

o

Cancel ‘

2. Choose P Addressfor Local ID and RemoteID.
3. Enter the IP address of the VPN Client in Set the value for the ID: local 1D (e.g., 192.168.2.8).

4. Enter the IP address of the RouteFinder in Set the value for the ID: Remote ID (e.g.,

65.126.90.248).
5. Click OK.

RouteFinder IPSec VPN Setup Examples Reference Guide
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Behind NAT

Client Phase 2 Setup (Behind NAT)

1. Start Phase 2 by Right clicking on the name of your VPN Client you created in Phase 1.

2. VPN Client addresswill be set to 0.0.0.0, unless you have a Static | P address (e.g.,
192.168.2.8)

3. Addresstypeisthe type of setup on the host side. If it's anetwork, then choose Subnet
address and enter in the Remote LAN address (e.g., 192.168.25.0) and Subnet Mask (e.g.,
255.255.255.0). If it'sasingle IP address, change it to that address.

4. Choose ESP Authentication of M D5.

L REVYPNClient
File %P Corfiguration: Tools 7

RouteFinder” :
: M.llhTechg
VPN Client Systema
}% Consols
83 Parameters MName |Crs/pr
E*-‘E Connections WPM Client addrass i o .o .o .0
:'—_s--@- Configuration Address lype ISuI:unet address Li

= .:
---_C“X”P'“ Remote L&N addiess | 192 , 168 . 25 . O

SubretMask | p55 R 285 | (O

~ESP

Encryption  |3DES = i P2 Advanced...
Authentication m
Mode m

v FFS Group JDH1D24 v] Claze Tunthel ‘

Save & Apply ‘

= [WPMN Tunnel opened Turnel: 5

RouteFinder IPSec VPN Setup Examples Reference Guide 14



Behind NAT

RF550VPN Setup: Enabling VPN (NAT using UID)

192.1158.2.8
65.168.25.1
192.16?.2.1 65'116'90‘250 65.126.9f.248 j
p— NAT Internet
S— Device VPN Host

VPN Client

1. Inthe RouteFinder RF550VPN, VPN Settings menu, enter the name of your VPN tunnel in the
Connection Name field.
2. Click the ADD button to add the tunnel and VPN Settings menu is displayed.

RouteFinder SOMO VPN Gatawdy

SOHO VPN DEVICE DEVICE SETUP ADYANCED SYSTEM
Gateway INFORMATION STATUS WIZARD SETTINGS TOOLS

HELP

Main menu
YPMN SETTINGS

TIME ZONE
SETTINGS

Connection Mame |teatu:u:unneu:tn:|n | ADD
DEVICE IP
FRIAINES Clhisable Internet Access (VPN Tunnel Only)

ISP SETTINGS

I5P ADDITIONAL
SETTINGS

MODEM
SETTINGS

VPN SETTINGS

SAVE & RESTART < Baok || NexT >

Luguut

Copyright @ 2002

RouteFinder IPSec VPN Setup Examples Reference Guide 15



Behind NAT

RF550VPN VPN Tunne Setup (NAT using UID)
1. Click Enable UID (Unique Identifier String).
2. Check Enabled Keep Alive to keep the tunnel up constantly.

N AW

0.

RouteFinder

SOHO VPN
Gateway

Main menu

TIME ZONE
SETTINGS

DEVICEIP
SETTINGS

ISP SETTINGS

I5P ADDITIONAL
SETTINGS

MODEM
SETTINGS

VPN SETTINGS

SAYE & RESTART

Logout

DEYICE DEVICE

INFORMATION STATUS WIZARD SETTINGS TODLS

YPM SETTINGS

Connection Name

SOHO VPN Gateway

SETUP ADVANCED SYSTEM HELP

itestcannectian |

® Enable UID (Unique Identifier String) O Disable UID

Local IPSEC ldentifier
Remote IPSEC ldentifier

Enabled Keep Alive
Remaote Site

Remote IP Network
Remote IP Netmask
Remote Gateway IP/FODN
Network Interface

Secure Association
Perfect Forward Secure
Encryption Protocaol
PreShared Key

Key Life

IKE Life Time

|65.126.90.248 |
192.168.2.8 |

[ Enabled NetBIOS Broadcast
O Single User @ LAN

he e B o

|55 ||es5 |jess  |jess |
£5.126.90.250 |

WANETHERNET v/

& IKE ) Manual
® Enabled O Disabled

[3DES ™|

éiest o

{EBBDU Secands
[MSECDMS iasve)

Enter the RouteFinder IP addressin the L ocal I PSec | dentifier (e.g., 65.126.90.248)
Enter VPN Client address in the Remote | PSec | dentifier (e.g., 192.168.2.8)

Remote Site by default isset to LAN.
Enter in the Remote | P Networ k address, the IP address of the VPN client (e.g., 192.168.2.8)
Enter in the Remote | P Netmask, the netmask of (e.g., 255.255.255.255)
Enter in the Remote Gateway | P/FQDN, the IP address provided by your ISP for the client
(e.g., 65.126.90.250) or 0.0.0.0 for dynamic.
In the Secur e Association option, the default of IKE is OK and in Perfect Forward Secure,
the default of Enabled is OK.

10. The Encryption Protocol hasto match on each end of the tunnel; 3Des is the most common

11. In the Preshared K ey, the Shared Secret has to match on both ends of the tunnel

12. InKey Life, default of 28800 and IKE Life Time, default of 3600 can be |eft at default unless

there is a problem with the tunnel once its activated.

13. Click the SAVE button to save your new tunnel Information.
14. Once the tunnel information is saved you can click the Next button to continue. The save and

restart window is displayed. This reboots the RouteFinder software and applies the new tunnel
configuration.

RouteFinder IPSec VPN Setup Examples Reference Guide
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Behind NAT

RF560VPN Setup: Enabling VPN (NAT using UID)

192.1f8.2.8
65.168.25.1
192_15?_2_1 65'116‘90‘250 65.126,9f,248 EI 65.168.25.0
10 A Ny G
(I— Device - VPN Host Network
VPN Client
1. Inthe RouteFinder RF560VPN, VPN Setting — IPSec menu, check the Enable | PSec
Function.
2.

In the Connection Name window, enter the name of your VPN client.
3. Click the Add button to add the tunnel and the VPN Settings — | PSec menu is displayed.

RouteFinder

SOHO VFN DEWICE DEVICE SETUP
Gateway INFORMATION STATUS

Back

SOHO VPN Gateway

ADVANCED SYSTEM
WIZARD SETTINGS TOOLS EEEE
VPN SETTINGS - IPSec

IPSec SETTINGS
[¥] Enable IPSec Function

PPTP SETTINGS

3 2 f . i
Connection Name |Testconnection | Aop

[l Disable Internet Access (IPSec Tunnel Only)

Logout

Copyright @ 2003
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Behind NAT

RF560VPN VPN Tunne Setup (NAT using UID)
1. Click Enable UID (Unique Identifier String).
2. Check Enabled Keep Alive to keep the tunnel up constantly.

RouteFinder SOHO VPN Gateway

SOHO VPN DEVICE DEWICE SETUP ADVANCED SYSTEM

Gateway INFORMATION STATUS WIZARD SETTINGS TODOLS SRR

Back
YPMN SETTINGS - IPSec

IPSec SETTINGS

Connection Name %p_es}g_u_rjp_e_c_t_i_u_p_ I
@ Enable UID (Unique Identifier String) O Disable UID
Local IPSec Identifier  [65.126.90245 ]
Remote IPSec Identifier [192.168.28 ]
Enabled Keep Alive [ Enabled NetBIOS Broadcast

Logout

Remote Site O Single User & LAN

Remote P Nework [ |18 JE_ 18]

Remote IP Netmask 255 |l2s5 [less lems |

Remote Gateway IP/FODN  [65.126.90.250 |

Network Interface i__WAN ETHERMET Vi

Secure Association O Main Made © Aggrassive & Manual
Perfect Forward Secure & Enabled © Disabled

Encryption Protocol .3DE_E'

PreShared Key | :I

Key Life ] :_ESecon%s

IKE Life Time 3600 lseconds  USAVED

testronnection 6512690248 192.1682.8

Enter the RouteFinder IP addressin the L ocal IPSec I dentifier (e.g., 65.126.90.248).

Enter the VPN Client address in the Remote | PSec | dentifier (e.g., 192.168.2.8).

Remote Site by default isset to LAN.

Enter in the Remote | P address, the | P address of the VPN client (e.g., 192.168.2.8).

Enter in the Remote | P netmask, the netmask of (e.g., 255.255.255.255).

In the Remote Gateway | P/FQDN, the IP address provided by your ISP for the client (e.g.,

65.126.90.250) or 0.0.0.0 for dynamic.

9. Inthe Secure Association option, the default of Manual is OK and in Perfect Forward
Secur e, the default of Enabled is OK.

10. The Encryption Protocol has to match on each end of the tunnel; 3Des is the most common
setting.

11. Inthe Preshared K ey, Shared Secret has to match on both ends of the tunnel

12. InKey Life, the default of 28800 and in IKE Life Time, the default of 3600 can be left at
default unless there is a problem with the tunnel once its activated.

13. Click the SAVE to save your new tunnel information.

14. Once the tunnel information is saved, you can click the Next button to continue. The save and

restart window is displayed. This reboots the RouteFinder software and applies the new tunnel

configuration.

N O~ W
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Behind NAT

RF600,660,760VPN Setup:Enabling VPN (NAT using UID)

192.168.2.8
192,16?2‘1 65'116‘90'250 65,126.9[).248 65'166[25’1 65.168.25.0
_l LAN WAN WAN LAN
— = g:\rice @ VPN Host ngtsvtork
VPN Client

In the RouteFinder RF600,660,760V PN software, check the VPN status box.

Click the Save button to save this setting.
In the Add | KE Connection, click the Add button. The Add | KE Connection screenis

displayed.

wnN e

Mot -2/ @

Administration | Networks & Servi | Proxy | Network Setup | DHCP Server | Tracking | Packet Filters | ¥PN | Statistics & Logs

¥.509 Certificates
3REec Erdainy VPN Status S
PPIP
Add IKE Connection
Add Manual Connection m
Status C"w;'incs'm ‘ Local WaN 1P ‘ Local LAN ‘ Gﬁgmg?rp ‘ Remote LAN ‘ Command
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Behind NAT

RF600,660,760VPN - VPN Tunnel Setup (NAT using UID)

1.

8.

0.

In the RouteFinder RF600,660,760VPN, Add | KE Connection menu, enter the name of your
VPN tunnel in the Connection Name field.

Connection Name test-VPN
Comprassion |
Perfect Forward Secrecy
Authentication Mathod _:S%gr_e_t_ ~|
secret
Select Encryption [3pES ™
IKE Life Time (in secs)
Key Lifg (in secs)
Number of retries{zaro for unlimited) 7]
Lacal WaN IR [wan ¥
Local Lan LAN ~|
Remote Gateway IP | test-vpn-wan ~|

or
FGDN |
Remote LAN test-vpn -client ¥
)z} @ Enable O Disable
Local I
Remate [0
NetBIOS Broadeast | | save |

Compression, Perfect forward secrecy, and Authentication Method options can be left at
their default.

In Secret, enter the shared secret which has to match on both ends of the tunnel.

IKE lifetime & Key life options can be |eft at default unless there are problems with the
tunnel once its activated.

Number of retries should be set to 0.

In Local WAN I P choose WAN which was setup in the network and services tab (e.g.,
65.126.90.248).

In Local LAN choose L AN which was setup in the network and services tab (e.g.,
65.168.25.1).

Remote Gateway can be set to Any if the IP address is dynamic or the static | P of the remote
gateway if thereisone (e.g., 65.126.90.250).

Remote L AN isthe network you created in network and services for thisclient (e.g.,
192.168.2.8) or you can select noneif the P address is dynamic.

10. Click on Enable for the UID option.

11. Enter the | P address of the Local VPN host in thelocal 1D (e.g., 65.126.90.248).
12. Enter the | P address of the remote VPN client in the Remote I D (e.g.,192.168.2.8).
13. Click the Save button to save these settings for your new tunnel.
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