MTR6, MTR5, MTE, MTE2 and MTCAPW Device management using DeviceHQ (v5)

Section 1.0 — Sign up with DeviceHQ and Setup MTR6/MTR5/MTE/MTE2/MTCAPW to communicate with
DeviceHQ

Section 2.0 — DeviceHQ push firmware update to device
Section 3.0 — DeviceHQ push configuration file update to device
Section 4.0 — DeviceHQ request device upload its log file
Section 5.0 — DeviceHQ request device reboot

Section 6.0 — DeviceHQ check in data usage

DeviceHQ user guide

http://www.multitech.net/developer/wp-content/uploads/2016/09/DeviceHQ_Deployment_Guide.pdf



Section 1.0 — Sign up with DeviceHQ and Setup MTR6/MTR5/MTE/MTE2/MTCAPW to communicate with
DeviceHQ

1) Register and sign up a new account at https://www.devicehg.com

2) login to https://www.devicehg.com and generate device API key using the steps below

- Select on Account Info (upper right hand side account email address) and click Edit

- Check Device API Enabled and click Update Account. Click on Generate new Device APl Keys

- Write down and save “Device API Secret” and “Device API Auth Token”, these two keys are require
when setup device. DO NOT lose these keys since there is no way to see them again.

" hccoun ]

You have generated a new Device AP| Secret and Device API Auth Token for your account.

Please store the Device APl Auth Token in a secure location, as you will not be able to view it again later.

Both the Device APl Secret and Device AP Auth Token are necessary for your devices to access DeviceHQ using
the Device AFI
Account Name J-User
Address 2205 Woodale Drive
Mounds view, mn 55112
Country United States
Phone T 11w
Email I c=e e MUltit@Ch . COM
Website
Device APl Secret efgieasdd. .. T353e723 [ Enabled |
Device APl Auth Token gNST~ "~ "2F
Account APl Key [ Enabled ]
Key 24543777 7777 o TTTES4C5E4
Min Interval 240.00 minutes k

—— Vs Satelte

Write down your API secret and auth token here:

Device API Secret
XXXX XX XXX XXX XXX XXX

Device API Auth Token
XXXXXXXXXXXXX


https://www.devicehq.com/
https://www.devicehq.com/

3) in MTR6 device Ul setup screens for DeviceHQ:
- Enter and Define Site Name so it shows as Decription in DeviceHQ

rCell 600 - Intelligent Wireless Router

05

Status ¥ EthemnetLAN = P VLAN P DHCP Server
Basic Network

WAN

Configuration
LAN & VLAN tem
il * Site Name |
1PV6 o w ey 152.168.2.1
Port Forwarding » Subnat Mask 2552552550 (/24) v

Object Definition
Field Communication
Sacurity
Administration

Sarvica

- DeviceHQ access setup requires
Check Enable option
Enter DeviceHQ account APl secret and API Auth Token
Click Save

- Click Check-In to DeviceHQ button. If device is active / connected with Internet access and DeviceHQ
check in is successful, you can login to the DeviceHQ portal and device will show up on main
dashboard under the Devices tab

TECH O MultiConnect® rCell 600 - Intelligent Wireless Router

MTRE6L12G1  Finmware v5.05

Status » TR-069

P SNMP P Telnet & SSH P DeviceHQ
Basic Network

Object Definition

Configuration
Field Communication
Item
RERT Y
» DeviceHQ Enable
PRI » Server Name www devicehq com |
»  System Management + Server Port 443 {1-65535)
TR-069
- » APi Secret BMpIKHSaNraJCJp |
SNMP
» APIAUthToken | e |
Telnet & SSH —
» Check-In Interval 240 | mins(Min. 240, Max. 9999)
DeviceHQ
4 v . (Wi SIS EITEY Check-In To DeviceHQ
System Operation
ttem
SFTP
+ Current Time 09-30-2022,14.08:59

Diagnostic
» Last Check-in

Service
» Next Check-In



4) in MTR5 device Ul setup screens for DeviceHQ:

MTR5 must be running firmware version v4.10 and above in order to have DeviceHQ support. Download
firmware from website and upgrade the device before proceed
https://www.multitech.com/models/92507335LF

- Enter and Define Site Name so it shows as Decription in DeviceHQ

Wizard » Ethernet LAN

P Port Speed

Status

Basic Network Configuration
WAN Item
» SteName
* LAN IF Address 182.168.1.2
» Subnet Mask 2EG2EEDEEO(24) v |
IcMp
Item
P » ICMP [ Enable
» IP Address |0.000 | o000
Advanced Network
» Time Interval [o00

Applications.

Help

- DeviceHQ access setup requires
Check Enable option
Enter DeviceHQ account API secret and API Auth Token
Click Save

- Click Check-In to DeviceHQ button. If device is active / connected with Internet access and DeviceHQ
check in is successful, you can login to the DeviceHQ portal and device will show up on main
dashboard under the Devices tab

P TRO69 P SNMP P CLI P UPnP P Device HQ

Cenfiguration

Item Setting
» Device HQ () Enable
» Server Marne ey deviceng.com |
» Server Port (1-85535)
» AP Secret I |
» APl Auth Token I |
» Checkeln Interval mins(hin. 240, Wax. 8998)

Setting

» Current Time 07-17-2017,09:01:34 A

¥ Last Check-In

» MNext Check-In

Undo



https://www.multitech.com/models/92507335LF

5) In MTE/MTE2/MTCAPW device Ul setup screens for DeviceHQ:

- Login to device via Web interface
- Enter and Define Site Name so it shows as Decription in DeviceHQ

Wizard » Ethernet LAN
Status

Basic Network Configuration

WAN Item
+ Site Name
+ LAN |P Address

+ Subnet Mask

| I

192.168.7.1

265 268 255 ) (/24)

Systemn Management

Advanced Network

System

Help

- DeviceHQ access setup requires
Check Enable option

Enter DeviceHQ account API secret and APl Auth Token

Click Save

- Click Check-In to DeviceHQ button. If device is active / connected with Internet access and DeviceHQ
check in is successful, you can login to the DeviceHQ portal and device will show up on main

dashboard under the Devices tab

Wizard ¥ Device HQ
Status
_ Configuration
Basic Network
WAN Item Setting
v
LAN » Device HQ ¥ Enable
NAT » Server Name www.deviceng.com
R » Server Port 443 | (1-65535)
C I » APl Secret |
»  System Management + AP Auth Token | ]
(et o + Check-In Interval 240 mins(Min. 240, Max. 9999)
O] reckin T Deveea
B Item Setting

F Currenm Time
b Last Check-In

» Next Check-In

07-19-2017,07:30:42 AM

07-19-2017,04:55:33 AM

07-18-2017,00:56:47 AM

[save] o)




Section 2.0 — Setup DeviceHQ to push new firmware update down to device

- Stepsin Setup and upload new firmware file onto DeviceHQ
Click on Files tab and click on New Firmware button
Select model = MTR5 or MTE or MTE2 or MTCAPW
Enter the name and version number of the firmware file
Choose the firmware BIN file

(make sure the BIN file name is simple and short before upload to DeviceHQ)
Click Upload button

Check and make sure MD5 checksum matches on the firmware BIN file

&DeviceHQ MULTITECH@ |
I # Home I all Devices v W Store || & Admin || ™ Developer [| @ Help

B Firmware files .
Show 10 v entries Search:
Filename Model Version Length MD5 Uploaded

20170708_MultiTech_MTRS5- Unspecified mtr5-v408b09 17770789 2eb67a9d0e35fbfeal56c57ab2054052 | today 2
LEU2_v408b09.BIN

Showing 1 to 1 of 1 entries

@ Upload Firmware File (2] n

|‘ File type I

| . . I
Device Firmware v

Model(s)

MTE2 |
Version

\ mte2-v308.bin

File ( .bin, .swu)

Choose File | No file chosen
Upload



- Steps to push firmware update to all devices.
Check all the devices (highlighted in yellow)
Click on Tasks and select Upgrade Firmware
Select firmware file you like to push to device
Click OK

This will schedule a new firmware push to device when the next time device check in

& PeviceHq MULTITECH@®

.1l Devices E ; § Wim— @M ultitech.com ~
all -User Devices ¥ Filter 22 Columns = lasks < Refresh
= Upgrade Firmware
Show entries
0 ¥ = Upgrade Radio Firmware *
pownload CSV

4 Upgrade Config

Description Product Serial MAC Group Device Logs Actions © Upgrade Config (Partial) ime.

‘® Request Device Logs

<

:= Device Logs Settings

|

£ Install App
Showing 1 to 4 of 4 entries (filtered from 45 total entries)
W Uninstall App

Install App Config

[~
Choose Firmware n
File
MTE2 mte2-v305 (07/24/20 11.72 MB) v
Apply to
Selected Devices VI

Cancel Previous




- Step to push firmware update to a single device
Click on individual device to view more details
Click on Schedule, select Upgrade Firmware and select the firmware file
Click OK when prompt with message window

&peviceHa MULTITECH®
.l Devices = Developer G tit=ch.com ~

-User Devices Y Filter &2 Columns = Tasks = Refresh

Show| 10 ~  entries Search: | mte2 x
Download CSV
Description Product Serial MAC Device Logs Actions Location Interval Uptime
HIP-10-1 L 12G2 410000108 00:08:00:47:8B:71 never 4.00hrs 7 days
L 12G2-720047 L 12G2 2720500047 00:50:18:21:F8:23 never 4.00 hrs 3 months
HIP67-Cam LL12G2 410004138 00:08:00:47:D1:60 never 4.00hrs 27 days

HL12G2-ZZ0048 HL12G2 7720500048 00:50:18:21:F8:24 never 4.00 hrs 3 months

Showing 1 to 4 of 4 entries (filtered from 45 total entries) =

4 MTR5-LEUZ2 Map Check-ins Signal Network Device Files
Description MTRS Site name - wifi AP -
Product MTRS-LEUZ2
Group mir5-python
Serial TI777785
Provider T-Mobile
Phone Not Supported
IMEI 351579054886054
IMSI 22222222222222 Location Unavailable
Firmware 4.08
Radio Firmware 12.00.24
Stats
Position Unavailable
Last check-in 4 minutes ago
Next check-in 4 hours from now
Up time 86 days
PPP al MTR5-LEU2 Schedule » et
Status Up . |
IP Address 172.15.0.32 : Upgrade Firmware P mtr5-v408b09 (07/13/2017 16.95 MB)
Firmware Upgrade
Signal lllll mtr5-v408b09 Upgrade Config ‘ 16.95 MB N
Ethernet Reboot
MAC Address  00.08:00:4A.01.D8 Sizrral ‘ Request Device Logs }ed st urnsEott
IP Address 172.16.0.32
Netmask 255 955 0 0 Request Device Logs | "Stall App d 13:47 071132017
Gateway 1721601 user request Uninstall App
DNS 172.16.0.20 .

- Configuration Update completed 16:00 07/13/2017 -



Section 3.0 — Setup DeviceHQ to push new configuration file update to device

- Stepsin Setup and upload new configuration file onto DeviceHQ
Click on Files tab and click on New Configuration button
Enter the name and description of the configuration file

Choose the configuration ZIP file (Zipup configuration bin file into a .zip file)
Click Upload button

Note: MTR5 / MTE / MTE2 / MTCAPW configure BIN file must be created using an external device and
save as backup and then the BIN file must be ZIP as .zip file when upload to DeviceHQ. Name the ZIP
file based on device description or serial number so it can be easily identified.

= Store | L Admin || ™ Developer || © Help

B Firmware files

New Firmware

Show | 10 * | entries. Search:

Filename Model Version Length MD5 Uploaded

20170708 _MultiTech MTRS- Unspecified mitr5-v408b09 17770789 2eb67a9d0e35fbleal56c57ab2054052 19 hours ago x
LEU2 v408b09 BIN

Showing 1 to 1 of 1 entries

B == == LUser Configuration files

New Configuration

Show 10 v entries Search: 3

Filename Model Name Description Length MD5 Uploaded

config_MTRS- unspecified mtr5-config-v1 mtr5-config-v1 3460 8234915f0910d240207876c5f3d542e5 16 hours ago Fs

LEU2_00501842380E_20170712_0908UTC zip

mitr5-config.zip (77775229) MTRS 5208 2ead5dc1a1361290636765fc9d2a138 | 2 minutes ago e i
]

mirS-confia.zip (77777785) MTRS 5208 ZeadSdc1al361290636765fbcdd2a139 | 2 minutes aga -~ 4

® UploadFile  © n

I‘ Name

" mtr5-config-v100
Description
mir5-config-v100
P
File
¢ | Choose File |No file chosen
v if

Upload



- Step to push configuration on a single device
Click on individual device to view more details
Click on Schedule and select Upgrade config and select the config file
Click OK when prompt with message window

& DeviceH@ MULTITECH@ |

.l Devices = Developer G titech.com ~

-User Devices ¥ Filter 22 Columns = Tasks 2 Refresh

10 ~ | entries. Search: mte2 x
Download CSV
Description Product Serial MAC Device Logs Actions Location Interval Uptime
HIP-10-1 LL12G2 410000108 00:08:00:47:8B:71 never 4.00 hrs 7 days
L1 12G2-270047 LL12G2 7720500047 00:50:18:21:F8:23 never 4.00 hrs 3 months
HIP67-Cam LL12G2 410004138 00:08:00:47:D1:60 never 4.00hrs 27 days

L1 12G2-220048 LL12G2 7720500048 00:50:18:21:F8:24 never 4.00hrs 3 months

Showing 1 to 4 of 4 entries filtered from 45 total entries)

Jl MTR5-LEU2 @ n

J MTR5-LEU2 Map Check-ins Signal MNetwark Device Files
Description MTRS Site name - wifi AP -
Product MTRS5-LEU2
Group mtr5-python
Serial 77775229
Provider T-Mobile
Phone Not Supported
IMEI 351579054886054
IMSI 22323232323322 Location Unavailable
Firmware 4.08
Radio Firmware 12.00.24
Stats
Position Unavailable
Last check-in 5 minutes ago
Next check-in 4 hours from now
Up time 86 days
PPP Jl MTR5-LEUZ2 Schedule o
Status Up
IP Address 172.15.0.32 Fi -
e e Upgrade Firmware | inomaminimais e | 2
Signal all ll mitr5-v408b09 Upgrade Config » unspecified mir5-config-v1 (07/13/17 0.00 MB)
Ethernet Reboot mA/api-specified (07/14/17 0.01 MB)
MAC Address  00:08:00:4A:01.DB fetodt ‘ Reguest Device Logs m1/api-specified (07/14/17 0.01 MB)
IP Address 172.16.0.32 i ;
Netmask 255 955,00 Request Device Logs Install App m1/api-specified (07/14/17 0.01 MB)
Gateway 172.16.0.1 user request Uninstall App
DN$ 172.16.0.20 :

- Request Device Logs completed 16:02 07/13/2017 -




Section 4.0 — Setup DeviceHQ to request device upload its latest log file

- Step to request device to upload its current log files
Click on individual device to view more details
Click on Schedule and select Request Device Logs

Click OK when prompt with message window

Show 10 v entries Search x
Download CSV
Description Product Serial Group Device Logs Actions Cell Provider Rssi Interval = Uptime
MTR5 Site name - wifi AP MTRS-LEU2 TT777785 mir5-python never T-Mobile I.III 4.00 hrs Esx
MTRS Site name - wifi AP MTRS-LEU2 TT775095 mtr5-python never T-Mobile Illll 4.00 hrs Esx
MTRS Site name - wifi AP MTRS-LEU2 TT775229 mtr5-python never T-Mobile Illll 4.00 hrs ks x
Showing 1 to 3 of 3 entries e = |1 = =
4 MTRS.LEUZ © Edi n
al MTRS-LEUZ Map  Checkins Sy Net
Description MTRS Site name - wifi AP -
Froduct MTRS5-LELI2
Group mirS-python
Serial FErTTTas
Provider T-Mobile
Phone Mot Supported
IMEI 351579054886054
IMSI 2220030702 Locaton Linanvailable
Firmware 4 08
Radio Firmware 12 0024
Stats
FPosition Unavailable
Last check-in 6 minutes ago
Next check-in J Ihours from now
Up time 865 days
PPP Schedule~ >
a4l MTR5-LEUZ o
Status Lp
IP Address 172 15.0. 32 Upgrade Firmvane =
) . Furmware Upgrade - ied 13:25 0TH 32T
Signal o0 AT w4 0Bb0E Upsgrade Caonfig 16.95 MB
Ethernet Redaot
MAC Address 0008004401 DB Reboot Request Device Logs [l o | it
IP Addrass 172 16.0.32
N . . Install Agp PR
MNetmask 258 255 0.0 Request Device Logs ed 13047 0T 30T
Gateway 172 1601 USET reques] Linénstall App
DNS 1F2 16020
- Configuration Update completed 16:00 0TAI20MT = -




Section 5.0 — Setup DeviceHQ request device to reboot

- Step to request device to reboot
Click on individual device to view more details
Click on Schedule and select Reboot
Click OK when prompt with message window

Show 10 v entries Search: x
Download CSV
Description Product Serial Group Device Logs Actions Cell Provider Rssi Interval Uptime
MTRS Site name - wifi AP MTRS-LEUZ TTTT7785 mir5-python never T-Mobile IlIII 4.00 hrs | Wt 3
MTRS Site name - wifi AP MTRS-LEUZ 77775095 mir5-python never T-Mobile ol I 4.00 hrs | Wk 3
MTR5 Site name - wifi AP MTR5-LEU2 77775229 mitr5-python never T-Mobile IlIII 4.00 hrs | Wt §
Showing 1 to 3 of 3 entries = - 1 - -

4l MTRS5-LEUZ (7]

Pt e Files

Locatsan Lindnailable

4l MTR5-LEUZ Map  Check-ins
Description MTRS Site name - wili AP .

Product MTRS-LELIZ

Group mirS-python

Serial Frrrrras

Provider T-Mohile

Phone Mot Supporbed

IMEI 351579054886054

IM3I 2222300

Firmware 4 08

Radio Firmware 12 0024

Stats

Position Unavailable

Last chack-in & minutes ago

MNeot check-in 4 heours from now

Up time 86 days
PPP al MTRS-LEUZ
Status Up

IP Address 172150032 Fimavare Unigrande
Signal o000 mirS-v 48509
Ethernet

MAC Address 000800044 01 DB Reboot

IP Addrass 17216032

MNetmask 755 255 0.0 Request Déwce Logs
Gateway 1721601 USET FEqUES]

DHE 1r2 16020

- Configuration Update

e

Upgrade Firrmware 1 L 1595 o711 372017
Upsgrade Conlig 16.95% MB
Redboot

ed 1331 0T T
Request Déwnce Logs J =

Install App ed 1347 0TH 2017
Lininstall App

compieted 16:00 07/ 32017

4]




Section 6.0 — DeviceHQ check in data usage amount

- Each time device check in can take upto 23Kbytes

- Log file upload can vary depending on size of log files

- Configuration file size can be upto 12Kbytes

- firmware file size is around 10Mbytes to 35Mbytes depending on model



