FLASHING TELIT FIRMWARE IN MTCAP-LNA3

PREFACE
· Before process below was performed the following occurred:
· Obtained lxfp version UC.00.05 from Telit which contained following files
lxfp-2f1799e.tar.gz
1VV0301045_Linux_xfp_User_Guide_r4.pdf
· The lxfp-2f1799e.tar.gz  was extracted and complied in/for mLinux build 3.3.9 to create a compatible lxfp for use in MTCAP-LNA3 devices. 
· The process below describes using a version of lxfp complied for mlinux 3.3.9+ to flash Telit LE910-NA1 Dual Firmware module with Verizon firmware. 
· Process below was performed in MTCAP-LNA3 using mLinux 3.3.13
· Warning: Be 100% sure you are flashing a .bin file which is LE910-NA1 Dual Firmware SKI aware. If you should accidently flash the wrong file the module will permanently become a single firmware image LE910-NA1 module 

PROCESS
1. Connect Ethernet cable between MTCAP-LNA3 and PC
2. Supply 5Volt Power to MTCAP-LNA3
3. Create 1st terminal session to MTCAP-LNA3, login and issue the following command to verify if flash application lxfp and module binary file are already present in MTCAP file system due to previous transfer:
ls /home/root

Example of files present in file system:
lxfp
stream_LE910_SV1_1G_SKU-20.00.012.bin
4. If lxfp and module firmware file to be flashed are already present in file system go to step 13
5. If lxfp and module firmware file to be flashed are not already present in file system perform steps 6-12 before continuing to step 13.
6. Obtain a copy of lxfp compiled for use in MultiTech mLinux.
7. If you do not have a SCP application installed in Windows download and install free application WINSCP
8. In Windows SCP application create connection to the MTCAP-LNA3 on port 22 at its last configured IP address (default 192.168.2.1) and login using last configured username and password  (default username root, default password root)
9. If lxfp application is not already present in MTCAP file system use SCP application to transfer lxfp file created for use in mLinux into the MTCAP home/root/ folder. 
10. If module firmware binary file you are flashing is not already present in MTCAP file system use SCP application to transfer the file into the MTCAP home/root/ folder.
11. In the 1st SSH session issue following commands to assure current directory is the same as the lxfp application and the files transferred in WINSCP are present: 
cd /home/root/
ls -l
12. In the 1st SSH session issue the following command to make lxfp executable
chmod 777 lxfp
13. [bookmark: _GoBack]In the 1st SSH session type in the following command but DO NOT press enter. 
(Change file name to match the firmware file you are flashing)
./lxfp stream_LE910_SV1_1G_SKU-20.00.012-B045.bin /dev/ttyUSB0 -d9 -u -t 90
14. Create a 2nd SSH session to MTCAP-LNA3 at last configured IP address (default 192.168.2.1) and log in using last configured username and password (default username root, default password root)
15. In the 2nd SSH session issue following command to access the modem
microcom /dev/modem_at0
16. In the 1st SSH session press enter key to process/submit the command you entered in step 13.
17. As soon as you can in the 2nd SSH session issue the following command to restart the modem
AT#REBOOT
18. If the timing between steps 16 & 17 is successful the following will be output in 1st SSH Session :
root@mtcap:~# ./lxfp stream_LE910_SV1_1G_SKU-20.00.012-B045.bin /dev/ttyUSB0 -d9 -u -t 90
INFO: lxfp version: lxfp UC.00.05
INFO: xfp Device chosen: LE V2 family
INFO: xfp Connection chosen: USB
INFO: xfp stream header size: 194 bytes
INFO: xfp stream sw version: 20.00.012-B045
INFO: xfp stream product name: LE910_SV1_1G_SKU
INFO: xfp stream memory type: 6
INFO: xfp stream version: 5
INFO: xfp stream speed offset: 331200
INFO: xfp stream ack boot offset: 71514
INFO: Forced boot delay 90 ms
INFO: xfp enterBootMode Power on the device to start flashing...
INFO:
INFO: xfp enterBootMode Boot mode OK
INFO: Flashing started. It may take several minutes, do not switch the modem off.
INFO: Sending chunk 0, not waiting for ack
INFO: Sending chunk 1, not waiting for ack
INFO: Sending chunk 2, not waiting for ack
INFO: Sending chunk 3, not waiting for ack
INFO: Elapsed time: 21 seconds
INFO: xfp Stream uploaded successfully, installed version 20.00.012-B045
19. If steps 13-17 did not result in upload success indication repeat steps 13-17 and vary the timing of steps 16 & 17 as needed. 
20. If steps 13-17 did result in upload success indication wait 5 minutes to be 100% sure module has had enough time to apply firmware.
21. After 5 minutes have elapsed issue the following command to reboot MTCAP
shutdown now -r
22. Create an SSH session to MTCAP-LNA3 at last configured IP address (default 192.168.2.1) and log in using last configured username and password (default username root, default password root)
23. Issue following command to access module
microcom /dev/modem_at0
24. Issue following command to confirm correct version is now present
AT+GMR


Additional notes
· LNA3 module contains two firmware images which can be loaded for use via AT#FWSWITCH command. 
· To determine the version currently in use Issue following command:
AT#FWSWITCH?
If response is 
#FWSWITCH:  0   (AT&T Firmware is currently Loaded)
#FWSWITCH:  1   (VZW Firmware is currently Loaded)
· To change firmware version issue following command and wait for module to reboot
AT#FWSWITCH=0   (AT&T Firmware is currently Loaded)
AT#FWSWITCH=1   (VZW Firmware is currently Loaded)
· 

· This process in principle should also work for MTCAP-LEU1 and various MTCDT family products containing mLinux but note the following
· The ./lxfp command would need to reflect correct firmware file for Telit module being flashed
· -d9 flag in command would need to be set to -d7 for LEU1 /LAT1
· -d9 flag in command would need to be set to -d1 for H5/H6 devices.
· The tty port specified in /lxfp command might need to be changed?


MTCAP-LNA3 Failed Module Flash Recovery
If firmware flash process is interrupted/fails and command ls /dev results in presence of ttyUSB0 port for Intel Flash Loader Utility port part rather than various ttyACM modem ports follow the process below to recover module.  Process below assumes lxfp and firmware binary file are already present in MTCAP /home/root directory

1. Create SSH Session 1 to MTCAP, login and issue following command 
cd /home/root/
2. In SSH Session 1 issue following command to verify ttyUSB0 is present rather than ttyACM ports of module. 
ls /dev
- if ttyUSB0 is present: Continue to next step
- If ttyACM ports are present: End of process since modem interfaces are present.
3. Place the following command containing the name of firmware file to be flashed into SSH Session 1 but do not hit return key on keyboard:
./lxfp stream_LE910_SV1_1G_SKU-20.00.012.bin /dev/ttyUSB0 -d9 -u -t 90
4. Create SSH Session 2 to MTCAP, login and issue following command to turn radio off and wait for # prompt:
mts-io-sysfs store radio-power 0
5. In SSH Session 2 issue following command to confirm ttyUSB0 is no longer present which means radio was powered off
ls /dev
6. In SSH Session 1 immediately press enter key to submit the command entered in step 3
./lxfp stream_LE910_SV1_1G_SKU-20.00.012.bin /dev/ttyUSB0 -d9 -u -t 90
7. Immediately/as soon as possible in SSH Session 2 issue following command to turn radio on:
mts-io-sysfs store radio-power 1  
8. In SSH Session 1 wait for following to be output and reflect version of firmware you flashed.:
INFO: xfp Stream uploaded successfully, installed version 20.00.012
9. If steps 3-7 did not result in upload success indication repeat steps 3-7 and vary the timing of steps 6 & 7 as needed until success occurs. (If you continue having timing issues try performing step 7 before step 6 and make sure they done in very rapid succession.) 
10. If steps 3-7 did result in upload success indication wait 5 minutes to be 100% sure module has had enough time to apply firmware.
11. After five minutes have elapsed issue the following command to reboot MTCAP
shutdown now -r
When MTCAP restarts create SSH session to MTCAP-LNA3 at last configured IP address (default 192.168.2.1) and log in using last configured username and password (default username root, default password root)
12. Issue following command to access module
microcom /dev/modem_at0
13. Issue following command to confirm correct version is now present
AT+GMR
Revision 02
